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Abstract: There are many documented instances in which bias has had an adverse effect on the 

results of clinical trials. This has led to a number of design techniques being developed that can 

be implemented in clinical trials in order to reduce bias. Sources of bias referring to published 

case studies are reviewed and discussed. The potential uses of technology to alleviate bias are 

outlined, particularly the use of centralized interactive response systems to randomize patients 

and manage medication in such a way as to limit the risk of bias caused by knowledge of either 

a patient’s current treatment or future treatment assignments. Potential sources of bias include 

selection bias, accidental bias, assessment bias, observer bias, and operational bias. These can 

arise through inadequate randomization and concealment methods during the trial. The blind 

may be broken by individual code breaks or through deduction in studies with frequent dose 

adjustments; there is scope for deduction in adaptive trials that might also introduce bias. 

Technology can reduce or eliminate the potential for bias in a variety of manners including 

central randomization and secure methods to protect the blinding and trial integrity. However, 

if the separation of randomization and dispensing, made possible by the use of technology, is 

not applied correctly then new unblinding scenarios can be introduced.

Keywords: electronic systems, IVR, blinding, randomization

Introduction
The International Conference on Harmonization (ICH) E9 Guidance1 notes that 

many of the principles outlined within the guidance are aimed at minimizing bias, 

which is defined as:

the systematic tendency of any factors associated with the design, conduct, analysis, 

and interpretation of the results of clinical trials to make the estimate of a treatment 

effect deviate from its true value.1

The Guidance also notes that the most important design techniques for avoiding 

bias are randomization and blinding. The use of technology to implement these two 

design techniques and thus reduce bias is one area addressed by this article; we also 

cover other uses of technology.

The CONSORT guidance2 divides randomization and blinding into subcompo-

nents, which helps define the concepts. The components are the method used for 

generation of the random allocation sequence, the type of randomization includ-

ing details of any restrictions, the mechanism used to implement the randomiza-

tion, the acts of generation and treatment assignment, the question of who was 

blinded after assignment to treatment, and the description of the similarity of the 

interventions.
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In this article we outline five sources of bias – selection, 

accidental, assessment, observer, and operational. We give 

examples of how each may arise, their potential effects, and 

how the risk of their occurrence may be mitigated or even 

eliminated by the use of technology.

Materials and methods
In the sections that follow, we describe various sources of 

bias and how technology can be used to eliminate or reduce 

the risk of occurrence. We cite various references covering 

examples and the effects of bias. These references were 

identified by an automated monthly search of the PubMed 

database (http://www.ncbi.nlm.nih.gov/pubmed), conducted 

over a period of 10 years by one of the authors (DM). Twenty 

search terms were utilized to capture articles relevant to 

all aspects of randomization and blinding methodology in 

clinical trials; the list of terms included “bias” joined with 

the words “selection,” “accidental,” “assessment,” and 

“operational.”

Selection bias
If the investigator knows (or can guess with a success rate 

that is higher than might be expected through chance) which 

treatments will be allocated to future patients at their site, then 

the trial may be open to conscious or unconscious selection 

bias. The investigator may decide not to enroll certain 

patients or attempt to alter the enrollment order. This source 

of bias can be mitigated through high quality randomization 

generation, implementation, and allocation concealment 

procedures; the use of technology aids the implementation 

of such procedures.

We define allocation concealment as the component of 

blinding that prevents the treatment allocation for each patient 

from being revealed until the patient has been entered into the 

trial. This is distinct from treatment blinding which refers to 

what happens after randomization and which will be covered 

later. Efforts made to generate unpredictable and unbiased 

sequences are likely to be ineffective if those sequences are 

not adequately protected by allocation  concealment. Those 

involved in the enrollment and assignment of participants 

must be kept unaware of the randomization sequence to 

avoid bias.

The Cochrane handbook3 provides a summary on the evi-

dence as to whether the concealment of allocation sequence 

is associated with magnitude of effect estimates in controlled 

clinical trials. A pooled analysis of seven methodological 

studies found that effect estimates from trials with inad-

equate concealment of allocation or unclear reporting of the 

 technique used for concealment of allocation were on average 

18% (95% confidence interval 5% to 29%) more beneficial 

than effect estimates from trials with adequate concealment 

of allocation.4 A recent detailed analysis of three of these data 

sets combined (1346 trials from 146 meta-analyses) provides 

more information. Intervention effect estimates were exag-

gerated when there was inadequate allocation concealment in 

trials where a subjective outcome was analyzed, but there was 

little evidence of bias in trials with objective outcomes.5

Zhao et al6 describe the Captopril Prevention Project 

(CAPP) trial, which is an example of how selection bias can 

occur when technology is not used for the implementation of 

randomization. The purpose of the CAPP trial was to compare 

the treatment of hypertension by an angiotensin-converting-

enzyme inhibitor (captopril) with the conventional therapy. 

Sealed and sequentially numbered envelopes were used to 

randomize subjects to the two treatment groups in the trial. 

However, when the data were analyzed, it was found that the 

treatment groups had small differences in some of the covari-

ates recorded at randomization, including height, weight, and 

blood pressure. Although small, these differences had a sig-

nificant effect on the results of the trial, causing the likelihood 

of stroke to appear greater in the captopril group. The fact that 

these differences in the treatment group occurred, combined 

with reports of violations in the randomization process at cer-

tain sites, indicates that there was likely to have been multiple 

instances of selection bias, thought to have been due to the 

use of envelopes to randomize subjects. Berger7 gives a full 

account of selection bias with further detailed examples.

Perhaps the most common use of technology in avoid-

ing selection bias is to implement central randomization in 

open-label trials; this is encouraged in regulatory guidance.1 

If technology is not used, then investigators will be aware 

of past allocations at their site and may thus have some suc-

cess in guessing upcoming treatment allocations even if an 

appropriate allocation concealment procedure is used. Central 

randomization is effected by the investigator accessing the 

randomization system via a web interface or a telephone 

interactive voice response system (IVRS). The investigator 

inputs the patient characteristics into the system and the 

randomization details are returned – in an open-label trial, 

the details would include the allocated treatment. The central 

randomization may be stratified, but it is usually advisable 

not to stratify by site, as otherwise the investigator may 

have some success in guessing upcoming treatment alloca-

tions based on their knowledge of previous treatments; the 

predictability would be worse if a small block size relative 

to the number of treatments is used.
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If technology is not used for randomization in open-label 

trials then the allocation at site in multicenter trials will tend 

to be inadequate. The Cochrane handbook3 describes possible 

procedures that are inadequate including allocation by odd or 

even date of birth, or by some rule based on date of admission 

or hospital record number, etc. Alternatively, a randomization 

schedule may be generated, but this is still open to selection 

bias if there is some degree of control at the site level.

Even if the trial is double-blind, there may still be issues 

with selection bias if technology is not used. One way of 

organizing the randomization would be to send blocks of 

sequential numbered medication packs to sites and then 

instruct the investigator to allocate patients to treatment groups 

by allocating the next available pack number in the sequence. 

One problem with this approach is that the manual selection of 

packs is prone to error. The major issue, however, is that often 

the block size that is chosen will be fairly small, either for rea-

sons of logistics/costs or a concern over potential compromise 

to the overall study balance. If the cost of medication is high, 

the trial sponsors will not want to ship blocks that are large to 

centers that may fail to recruit many, or indeed any, patients. If 

there are many centers, then there is also an increased motiva-

tion to keep the block size low to avoid an imbalance at the 

overall study level from potentially many incomplete blocks 

at the end of the trial. Usually the study power would not be 

severely compromised from the likely magnitude of study level 

imbalances that result in this manner but nevertheless it may 

seem undesirable to sponsors for other reasons. The danger of 

a small block size is that the investigator may be able to make 

some inference about the block size and past allocations from 

observation of pharmacological effects on the patients; this 

increases the risk of selection bias.

Whatever the reason, a number of articles have noted the 

prevalence of small block sizes in site-stratified trials. Hewitt 

and Torgerson8 summarized randomization methods reported 

in four major journals in 2002. Eighty-eight trials that gave 

sufficient detail reported using a restricted blocked random-

ization list (of the other studies reported, 17 were performed 

using minimization and 21 were performed using simple 

unconstrained randomization). Of the 88 trials that used a 

restricted randomization list for a trial comparing two treat-

ments allocated in an equal ratio, 46 reported using a block size 

of less than six and 35 reported a block size of less than four. 

McEntegart9 reported on 40 double blind trials comparing two 

treatments that were stratified by site; the block sizes used were 

two (15%), four (70%), six (10%), and mixed sizes (5%).

The strategy of using site stratification together with 

small block sizes has more advantages for trial supplies and 

study level balance in trials of many treatments; it could be 

argued that the opportunities for selection bias are reduced 

in such trials relative to trials with fewer treatments. As an 

alternative, technology enables the use of a novel randomiza-

tion technique that reduces the possibility of selection bias 

in trials of many treatments (Figure 1).10

This technique requires a blocked list of medication (pack) 

numbers, arranged in ascending number order. A separate 

blocked, unstratified randomization list is used to randomize 

patients into the trial. The medication is distributed to centers in 

sequential pack list order but not necessarily in complete blocks. 

This means that medication corresponding to all possible treat-

ments may not be available at the center. When a patient is 

randomized they are allocated the next available randomization 

entry that corresponds to a treatment which is currently avail-

able at that center. In order to do this it may be necessary to 

skip over randomization entries where the medication for the 

corresponding treatment is not available. At each randomization 

the available entries will be looked at in sequence and any that 

have been skipped previously will be back filled.

In a standard centrally randomized trial, stock is replen-

ished based on the quantity available per pack type, which 

for trials with many treatments results in large amounts 

of medication being stored at centers. Unlike the standard 

method, sending a quantity of packs sequentially means 

that the stock at centers will be resupplied based on the total 

number of packs available, regardless of pack type.

This randomization technique not only reduces medica-

tion wastage but also decreases the risk of selection bias as, 

due to incomplete blocks being sent, assumptions cannot 

be made about the allocation of the next treatment based 

on medication supply. Stratification factors such as gender 

and country could also be incorporated into this method. 

However, as a forced randomization occurs when medica-

tion is not available at the center for all possible treatments 

during randomization, this method will inevitably involve 

large numbers of forcing. In a Phase II study this is not 

likely to be a problem, but for a Phase III study this would 

need to be justified to regulators as ICH E9 Guidance1 

requires that:

the next subject to be randomized into a trial should always 

receive the treatment corresponding to the next free number 

in the appropriate randomization schedule (in the respective 

stratum, if randomization is stratified).1

Accidental bias
Randomization tends to produce treatment groups in which 

the distributions of prognostic factors, known and unknown, 
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are similar; however, individual trials are subject to chance 

imbalances. Whilst imbalances in strong and known factors 

can generally be adjusted for in the analysis, occasionally 

the imbalance may be so strong that, according to European 

regulators, “no adjustment may be sufficiently convincing to 

restore the reliability of the results.”11 It has previously been 

suggested that use of a stratified randomization list or balanc-

ing using a dynamic randomization technique is a low-cost 

insurance policy against severe imbalance, given that most 

multicenter clinical trials are currently implemented using 

some form of technology.12 The use of electronic random-

ization is essential in trials using a dynamic randomization 

technique such as minimization. It is difficult to implement 

error free stratification in trials using randomization lists that 

are not managed electronically; in double blind trials the most 

common method is to provide patient numbered packs for 

each stratum which is wasteful of medication and prone to 

the investigator picking the wrong pack.

The reasons why electronic technology is used to imple-

ment clinical trials usually include factors other than the 

desire for electronic randomization (eg, electronic capture 

of data, costs savings on medication supplies, facilitation of 

competitive recruitment, and real time tracking of recruitment). 

The extra cost of using stratification or dynamic randomization 

as opposed to unstratified randomization can be viewed as a 

marginal cost which is usually quite small relative to the costs 

of the overall system and total budget for the trial costs.

Assessment bias through code breaking
Maintaining the blind after treatment allocation is one of the 

items on the CONSORT checklist.2 If the blind is broken for 

one or more subjects during the trial then those patients may 

be subject to assessment bias. Knowledge of the patient’s 

treatment may influence the investigator’s assessments of 

the patient. One source of unblinding is through individual 

code breaks which occur for a variety of reasons including 

when there are perceived emergencies.

The ICH E9 Guidance states that breaking the blind for 

a single subject should be considered only when the knowl-

edge of the treatment assignment is deemed essential by the 

subject’s physician for the subject’s care. Ayala and MacKil-

lop13 describe the motivations for investigators to break the 

blind even if the information obtained is not likely to have a 

significant effect on the clinical management of the subject 

– for instance, they may feel embarrassed about referring the 

subject on to another doctor without knowing the treatment 

Packs table

Block Pack number Pack type Shipped

Site 1
Initial shipment value: 3

Trigger value: 1
Replenishment value: 3

1 1001 B Site 1
1 1002 A Site 1
1 1003 C Site 1
1 1004 D Site 2
2 1005 D Site 2
2 1006 B Site 2
2 1007 A Site 2
2 1008 C Site 2
3 1009 A Site 2
3 1010 B

1. The first patient randomized into the study
is at site 1. There are no treatments on site
that correspond to the treatment group
assigned to randomization number 001, so
patient 1 is allocated randomization number
002 and pack 1001

4. Patient 5 is randomized at site 1. The pack
type corresponding to the treatment group
assigned to the next available randomization
number is not at site so the patient is allocated
randomization number 006. Pack 1003 is the
pack number allocated. The site stock has
now reached the trigger level so the next 2
available packs in sequence at the depot will
be sent to site

5. Patient 6 is randomized at site 2. There is a
treatment on site that corresponds to the
treatment group assigned to randomization
number 005, so this is the randomization
number which is allocated to the patient. Pack
1006 is the pack number allocated. The site
stock has now reached the trigger level so the
next 4 available packs in sequence at the depot
will be sent to the site

2. The second patient randomized into the
study is at site 2. There is a treatment on site
that corresponds to the treatment group
assigned to randomization number 001, so
this is the randomization number which is
allocated to the patient. Pack 1004 is the
pack number allocated

3. Patients 3 and 4 are also randomized at site
2. The pack types corresponding to the
treatment groups assigned to the next two
available randomization numbers are at site, so
these patients are allocated randomization
003 and 004 respectively. Pack
numbers 1007 and 1008 are allocated according
to the randomization numbers assigned

3 1011 D
3 1012 C

Randomization table

Block
Randomization

number Treatment type Allocated

1 001 D Patient 2
1 002 B Patient 1
1 003 A Patient 3
1 004 C Patient 4
2 005 B Patient 6
2 006 C Patient 5
2 007 A
2 008 D
3 009 B
3 010 A
3 011 C
3 012 D

Site 1
Initial shipment value: 6

Trigger value: 2
Replenishment value: 6

1001 B

1004 D

1005 D

1006 B

1007 A

1008 C

1009 A

1002 A

1003

Patient 1

C

Patient 5

Patient 2

Patient 3

Patient 6

Patient 4

Figure 1 Randomization dependent on the treatments available at site.
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or they may feel uncomfortable discussing an adverse event 

with the subject.

The authors describe the potential consequences of 

breaking the blind for one subject. One consequence is the 

potential exclusion of the patient from the analyses. Even if, 

however, the patient is not excluded from all analyses, the 

assessments used in the analysis may have been affected 

by the investigator’s knowledge of the treatment received. 

If the trial is site stratified, then knowing the treatment for 

one subject gives the investigator some information about 

the other treatments in the block, thus potentially opening 

on-going patients to assessment bias and future patients to 

selection bias.

There are two ways in which technology can help prevent 

unnecessary breaking of the blind:

•	 Investigators should be provided information about 

adverse events that might occur and the treatment 

required. As the trial progresses and more information is 

gathered, this information should be frequently updated – 

the best way to do this is via a secure portal that houses 

all relevant information and documents.

•	 The IVRS or web interface that provides the emergency 

code break could have an automated, appropriate advisory 

script that cautions the investigator to only break the 

blind in a genuine emergency. The script could offer the 

chance to automatically connect to and speak to an on 

call physician. These protections would not be possible 

with traditional code breaker envelopes.

Furthermore, the availability of a controlled audit-

able process deters those who would wish to subvert the 

process.

Schulz and Grimes14 detail the efforts that investigators 

have made in order to decipher non-electronic randomization 

schemes (eg, they describe investigators holding up sequen-

tially numbered, opaque, sealed envelopes to a special light 

bulb and late-night “ransacking” of the office files of the 

principal investigator for the allocation list). A more common 

problem is that investigators just open the sealed envelopes 

without good cause.

Observer bias
Another way in which technology can help avoid bias is in 

the prevention of observer bias. In trials which are driven 

by events such as myocardial infarctions or strokes there 

are usually some criteria as to what constitutes an event. 

The gold standard is to have events submitted to a panel of 

expert adjudicators who are blind to the treatment groups. 

In many modern clinical trials the timely completion of 

adjudications would be regularly challenged by the logis-

tics of performing these reviews in a paper environment. 

A lengthy adjudication process limits the ability for spon-

sors to make timely decisions based upon review committee 

findings. Web-based applications are available to facilitate 

central management of adjudication activities as discussed 

in Nolen et al.15

When an event or endpoint occurs for a subject, relevant 

clinical documents are collected in the system to create an 

electronic dossier. Once a dossier is complete, the system 

enables reviewers to analyze the appropriate dossier and 

record their assessments, with built-in edit checks to ensure 

collection of clean data at the time of entry. The completed 

reviewers’ assessments are compared by the system, and if 

discordance is found, the dossier is automatically reassigned 

for tiebreaker review. Workflow and electronic query tools 

available within such systems streamline the review process 

enabling the process to be highly efficient.

The reason why adjudication is needed is demonstrated 

in a trial of patients with multiple sclerosis.16 Participants 

were examined by two groups of neurologists, one group 

being blinded and the other unblinded. The former found 

no effect of treatment, while the latter found evidence of 

efficacy.

Operational bias in adaptive trials
Another example where using an electronic system to cen-

trally randomize can reduce bias is when there is expected 

to be a mid-study modification, either to alter the allocation 

ratio in which treatments are assigned or even to drop or 

add to the set of treatments being randomized. There are 

two main reasons why it is necessary to use an electronic 

system.

The first is that it is desirable for site personnel to be 

unaware of the precise time of any design adaptation. 

Knowledge of the adaption may influence subject selection 

and introduce bias into the sample, both before and after the 

design adaptation is made. Sites may be more likely to enter 

certain subjects into the trial if they are aware that suboptimal 

treatments have been eliminated as a result of an adaptation. 

Conversely, if site personnel are expecting an adaption to take 

place in the near future, they may be reluctant to randomize 

subjects prior to the adaption. This topic is addressed by 

the current regulatory guidance in this area. For instance the 

European Guidance17 discusses two scenarios where knowl-

edge of the fact that an adaption has taken place may lead to 

investigators being more or less willing to enter certain types 

of patients. Further to this, the Food and Drug Administration 
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Draft Guidance18 is more specific and addresses the risk of 

treatment bias, stating that:

knowledge of the interim unblinded data used to make the 

adaption decision, or even knowledge only of the specific 

adaptive choice, has the potential to introduce operational 

bias into the treatment-effect estimates.18

Technology can be used to switch or alter the randomiza-

tion method behind the scenes without any site or key study 

personnel being aware of the switch. For instance the IVRS/

web system would be set up to allow one of a number of 

preplanned switches such as dropping a treatment arm to be 

automatically implemented in real time upon receiving an 

IVRS/web transaction call from a member of an independent 

Data Monitoring Committee.

The second reason to use technology is to ensure that 

randomization changes are applied correctly and without 

errors. For example if it is wished to drop a treatment in a 

non-automated trial where allocation is made by assigning 

patient and pack numbers sequentially, the trial leader could 

ask site personnel to skip certain patient/pack numbers (these 

will correspond to the randomization list if the traditional 

method of pack allocation is used); this would be prone to 

introducing human error into the randomization procedure. 

The skipping pattern may also enable the investigator to 

deduce the randomization block size and hence increase their 

ability to infer the treatment allocations of current and future 

subjects which would increase the risk of selection bias.

Approaches to managing mid-study changes to randomiza-

tion using electronic systems are described by Byrom et al.19

Assessment and operational bias due  
to dose adjustments
In blinded clinical trials where the medication that is given 

needs to be adjusted according to recorded observations, a 

potential problem can arise: if certain observations are only 

associated with one of the treatment groups, how can the 

study be kept blinded to those involved? Sackett provides 

some examples and notes that creativity will be needed in 

implementing such trials.20

Consider the example of stroke and cardiovascular stud-

ies where a placebo or comparator group is compared to 

warfarin or a combination including warfarin. Warfarin is an 

 anticoagulant so for patient safety reasons its blood  thinning 

effects must be measured at regular intervals. Based on the 

reading from the blood sample, the patient’s dose can be 

adjusted accordingly. The reading indicates the blood clotting 

tendency and is measured using prothrombin time, which is 

commonly represented as an international normalized ratio 

(INR) value. INR values can be measured using a point-of-care 

(PoC) device that can provide an instant INR estimate using 

only a single drop of blood. However, in order to maintain the 

blind, a process is needed to ensure that site personnel cannot 

use this reading to identify the patients that are taking warfarin. 

This can be achieved with the assistance of an unblinded site 

investigator. For example, in the Warfarin Aspirin Symptom-

atic Intracranial Disease trial, the unblinded investigator had 

no role in patient care other than to determine the dose of 

active or placebo warfarin.21 Results of INRs were faxed to 

the unblinded investigator and were not to be communicated 

to site staff. Clearly, the methodology is more secure if an 

encryption system is used, which has been shown to be the 

case in several trials. Using an IVRS provider to manage the 

reading in a blinded manner will allow sites to have access to 

the important information they need for safely running the trial 

without revealing to them which treatment a patient is on.

In order to allow the INR values to be managed by the 

IVRS provider, the PoC device is modified so that, instead 

of displaying the actual INR value, the output is given in the 

form of an encrypted code. This encrypted code can then 

be input into the IVRS via a call from the site personnel, 

who will then be provided with a reading by the IVRS. This 

reading could either be the true INR value recorded or, if the 

subject is on placebo, a masked value (Figure 2).

When using this method, one of the main challenges 

is allocating the masked values in a manner that does not 

allow placebo patients to be identified due to a predictable 

pattern. This is done by mimicking the values that would be 

seen for a patient receiving the experimental treatment as 

closely as possible.

IVR system
determines

treatment group
from encrypted

code

Active

Placebo Sham
algorithm

Site

PoC
device

Site receives an
encrypted code from

the PoC device

Blood sample taken
from patient

Sham INR value
output to site

True INR value
output to site

Site input the encrypted
code from the PoC device
into the IVR/IWR system

Sham INR
value is

calculated

Figure 2 Process for managing blinded INR values.
Abbreviations: INR, international normalized ratio; IvR, interactive voice 
response; IwR, interactive web response; PoC, point-of-care.
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There are several ways of producing masked INR values. 

One of the simplest options is to randomly select a value 

from a known distribution of INR values which have been 

identified from previous data. However, the set of results that 

this method would produce for a placebo patient would not 

correlate to the expected effect of warfarin treatment over a 

period of time, which is potentially unblinding. This method 

can be improved upon by taking into account the point in the 

treatment cycle where the visit is being made. Randomly 

selecting from a known distribution of samples recorded on 

the same treatment day as the visit the patient is  currently on 

improves the plausibility of the mock reading that is given. 

However, the overall sequence of values for the patient would 

not necessarily be consistent. An alternative method is to 

assign a sequence of plausible values for placebo patients, 

where mock readings are then selected in sequence from the 

predefined list of values. Each sequence would be based on 

values obtained through previous research and there would 

need to be a sufficiently large number of sequences to avoid 

patterns being identified.

However, these methods do not take into account scenarios 

where the site would expect to see a specific change in read-

ings such as after dose adjustments or when visits have been 

missed. In order to incorporate a full range of factors including 

age, gender, previous dose, and previous INR values, a sham 

algorithm is needed. A sham algorithm uses these factors to 

model a plausible mock INR value for the patient based on 

trends recorded from previous studies. A sham algorithm was 

implemented by an IVRS in the ROCKET study.22

An alternative method for implementing dose adjustments 

that does not require sampling from the results of previous 

trials is to use a dynamic algorithm. The algorithm is dynamic 

in that the data used is not known prior to the start of the trial. 

The process used for this algorithm is described below:

•	 Every time there is a decision for a patient taking the 

experimental treatment, a copy of that decision is made 

in a system table that will determine all decisions made 

for patients in the placebo group. The copied record is 

marked as “available.”

•	 At the point at which a decision needs to be made for a 

patient in the placebo group, the system chooses an entry 

at random from the above described table. The chosen 

entry is marked as “used” and is not available for further 

allocation.

•	 As the table for decision making for the placebo group 

is continuously compiled based on experience in the 

experimental group, it ensures a degree of decision 

matching that is sufficient to maintain the blind. Even 

if the pattern of allocations alters through the study, this 

matching design will ensure that the altering pattern is 

reflected in the placebo allocations.

•	 In case there are more patients on placebo than on the 

experimental compound, then it is prudent to have some 

default records that are used to supplement the table if 

necessary. The composition of the default records could 

be altered in the light of experience.

•	 Refinements to the method are possible; for instance, 

separate sections of the table could be made for different 

study visits. Similarly, stratification can be incorporated 

if felt appropriate.

The method of producing mock INR values that is used 

depends on the preference of the study team and the chosen 

technique can be applied by an IVRS. Warfarin studies are 

not the only example in which these techniques can be used. 

In fact, any study in which observations could be associated 

with treatment given can apply this method to minimize the 

risk of unblinding.

Results and discussion
In this article, we have described the role of technology in 

reducing bias in the execution of clinical trials. It should be 

acknowledged, however, that technology can increase the 

risk of bias if it is not implemented carefully.

In current randomization and trial supply management 

systems it is normal practice to separate the randomiza-

tion step from the dispensing step.23,24 Then, any pack of 

the appropriate treatment can be dispensed to any patient 

randomized to that treatment. This allows supply savings 

compared to traditional methods as packs for withdrawn 

patients are not wasted and supplies can be directed to the 

sites with the highest recruitment focus. The delinking of the 

randomization list and packaging list in electronic randomiza-

tion systems together with the system inventory management 

policy of not sending too many resupplies to sites means there 

are various sources of unblinding if care is not taken:

•	 There is always the chance of running out of the required 

pack type for randomization. Then the question is what 

to do – either halt the call or web transaction which 

means there is an opportunity for the investigator to make 

logical deductions about the stock at the site, or to allow 

the system to force the randomization from the subsets 

of treatments for which packs are available at site.25 

Of course, the best approach is to have a well-planned 

strategy that ensures this is a rare event.

•	 The chance of unblinding through what we have termed 

“dispensing order unblinding” or “pack separation” if 
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care is not taken. The way to avoid this is to have random 

selection of packs at the site and if possible a scrambled 

or double-randomized pack list where there is no asso-

ciation between the pack number and its position in the 

packaging list.26

•	 There is a risk of unblinding if consignments are sent 

that only contain medication for one subject. However, 

the addition of packs to blind the consignment can cause 

unnecessary wastage. This can be mitigated by using blind 

group ordering which is based on the principle that the ini-

tial supply to the site contains the random blinding medica-

tion, rather than having to add it to each  consignment. The 

stock quantity levels that cause a resupply when they are 

breached (trigger levels) are based on total stock as well 

as or instead of trigger levels for individual pack types. 

This means that when a pack is used, the consignment 

raised to replace it may be replacing the random kit at the 

site and not necessarily the pack that was just used, so the 

single pack consignment is not partially unblinding.27

•	 The site may be able to deduce the block size if blocks 

of randomization code are not allocated to the site in 

a site-stratified trial until they are needed and the ran-

domization number is revealed to the site investigator 

as confirmation of the randomization transaction.28 This 

practice of on-demand blocks has been termed dynamic 

allocation of blocks.12,28 It allows for easy addition of 

previously unplanned sites to boost recruitment. If, 

however, the randomization number is revealed to the 

investigator then he/she can deduce the block size from 

the step change in the randomization numbers when an 

allocation is made from a new block. If it is felt necessary 

to utilize a randomization number as an identifier, then a 

scrambled number that differs from the sequence number 

on the randomization list should be used.

Conclusion
To summarize, due to the risks that bias poses to the cred-

ibility of clinical trial results, the literature reviewed would 

suggest that it is preferable to use technology in clinical 

trials as bias can be caused by using some of the alterna-

tive, and often inadequate, randomization and blinding 

techniques referred to in this article. Although the use of 

technology can generally help to reduce bias compared 

to traditional methods of randomization and medication 

management, in trials where technology has not been used 

effectively or when due consideration has not been given to 

potential unblinding scenarios, bias can still be a potential 

issue. However, because of the flexibility and innovation in 

clinical trial design that is enabled by the use of technology, 

the benefits should outweigh the unblinding risks associated 

with separating the dispensing and randomization as long 

as appropriate attention has been given to maintaining the 

blind.
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