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teaching hospital that includes dedicated hospital staff whose mandate is to provide safe patient

Results: The main components of the surveillance system would include an adverse medical
device events database, a medical device/equipment library, education and training, and an
open communication and feedback strategy. Close linkages among these components and with
external medical device/equipment networks to the hospital must be established and maintained.
A feedback mechanism on medical device-related incidents, as well as implementation and
evaluation strategies for the surveillance system are described to ensure a seamless transition
and a high satisfactory level among the hospital staff. The direct cost items of the proposed
surveillance system for consideration, and its potential benefits are outlined.

Conclusion: The effectiveness of the proposed medical device surveillance system framework
can be measured after it has been implemented in a Canadian hospital facility.
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Background

A medical device is used to diagnose, treat, or prevent a disease or abnormal physical
condition without any chemical action in the body, as defined by the US Food and Drug
Administration (FDA).! Between 2004 and 2009, sales of medical devices increased by
56%, while pharmaceutical sales rose by 38% during the same period.? The medical device
industry, which includes product areas such as cardiovascular and orthopedic devices,
wound care products, disposable supplies, and durable equipment, is a US$200 billion
business worldwide, with projected sales of US$95 billion in 2010 in the US alone.?

Medical devices are important health care innovations, enabling effective treatment using
Correspondence: Julie Polisena less invasive techni di ing health deli d patient out but
CADTH 600-865 Carling Ave, ques, and improving health care delivery and patient outcomes, bu
Ottawa ON KIS 558 Canada they can also be harmful to patients. An audit conducted by the UK National Patient
Tel +1 613 226 2553
Fax +1 613 226 5392
Email juliep@cadth.ca inappropriate use (29.3%), lack of training (12.3%), and poor maintenance (1.5%).3

Safety Agency reported that device-related incidents are caused by device failure (43.8%),
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In the US, domestic and foreign manufacturers are
required by the Good Manufacturing Practices regulations to
have a quality system for the design and production of medi-
cal devices that are intended to be sold in the country.* The
primary objective of the quality system is to prevent defects
in the design, manufacture, and shipment of products. The
Quality System Regulation requirements for device manu-
facturers are as follows: various specifications and controls
for the devices must be in place for devices; devices must
be designed under a quality system; finished devices must
meet these specifications; devices must be correctly installed,
checked, and serviced; quality data must be analyzed to
identify and correct quality problems; and complaints must
be processed. Customer feedback on a regular basis, system
audits, management reviews, and corrective and preventive
actions are required for the system to remain dynamic and
ensure improvements in the medical device, labeling, pack-
aging, or quality system.* In Canada, the medical device
industry must have a quality system certificate issued by
the Canadian Medical Devices Conformity Assessment
System as proof that manufacturers have complied with the
appropriate regulatory system requirement. Class I medical
devices and importers or distributors of medical devices do
not have any regulatory quality system requirement.’

Post-market surveillance (PMS) represents a feasible
means of reducing the risk of adverse medical device events
(AMDESs) that are detectable and traceable. This approach
would prospectively monitor safety and effectiveness; more
rapidly identify and communicate incident data to avoid fur-
ther events; guide the development of training, organizational
process improvement, or other patient safety interventions;
and direct decision making about funding or replacement
by purchasers and policymakers. Medical device problems
may surface years after they have been used or implanted
in thousands of patients. As major changes to the medical
device approval process are unlikely in the near future, poli-
cies intended to detect and reduce harms of medical devices
must instead target the PMS space. The FDA published two
reports in 2012 and 2013 on strengthening their national
system for medical device PMS.¢ The national surveillance
system is intended to effectively communicate accurate infor-
mation on the benefits, risks, and safety signals associated
with the use of medical devices, from reliable data sources
in a cost-effective manner, and simplify regulatory approval
for new and current devices. The actions outlined to help
achieve the desired functionality of the surveillance system
are the 1) introduction of a unique device identification sys-
tem; 2) establishment of national and international device

registries; 3) update of existing adverse event reporting and
analysis; and 4) development and use of new research method-
ologies for evidence generation, synthesis, and appraisal.’

Health Canada is responsible for the surveillance and
reporting of device advisories, warnings, or recalls and posts
this information in the Advisories, Warnings and Recall Data-
base and Drug and Medical Device Recall Listing available
on their website.® The regulator issues device advisories,
warnings or recalls by rich site summary (RSS), Twitter,
email, and web postings, but if clinicians are not aware of
or communicating this information to patients, patients are
not providing fully informed consent about potential risks
to which they may be exposed. An Auditor General review,
however, has recommended improved collection and analysis
of PMS data and communication of safety concerns to all
stakeholders.’ Ideally, information about device safety, clini-
cal effectiveness, and potential risks communicated to clini-
cians would then be shared with patients for shared decision
making about device use. This is fundamental to ethical and
patient-centered care.'!?

Although a medical device surveillance system is deemed
to be an effective approach to the improvement of medical
device safety in a hospital, the adoption and appropriate use of
such a system has been slow in practice.'* Challenges associ-
ated with PMS include the identification of data sources with
relevant medical device data and the exposure of a patient
population to a specific medical device.'* It is possible that
device-related adverse events are underreported, since manu-
facturers usually are not obliged to actively search for device
malfunctions.'s Furthermore, there may be a disincentive to
report adverse events or device malfunctions if health care
providers use them for indications or patient populations not
originally approved by the regulatory authority (ie, off-label
use).!516

A systematic review on factors that influence the recog-
nition, reporting, and resolution of medical-device related
incidents in hospitals has identified five themes related to bar-
riers to medical error reporting by health care professionals.
They involve reporter burden, professional identity (eg, fear
of being perceived as incompetent), information gap (eg, lack
of awareness of existing surveillance system or inability to
recognize incident), organizational factors (eg, perception
that current surveillance system is ineffective in reducing risk
of medical device-related incidents), and fear (Polisena et al,
unpublished data, 2014). These barriers can also be extrapo-
lated to medical device error reporting. Results of included
studies in the systematic review also suggest that fear of legal
ramifications, workplace discrimination, and uncertainty on
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what to report and how the reports will help to improve the
health care system may also prevent the reporting of medical
errors (Polisena et al, unpublished data, 2014).

Reduction in barriers for better dissemination of adverse
event analysis is needed, as is an understanding of the litiga-
tion impact of all stakeholders.!” Non-punitive and confi-
dential volunteer reporting programs would provide health
care professionals with the opportunity to tell the complete
story without the fear of retribution. According to Cohen, '8
practitioners who are forced to report errors are less likely to
provide in-depth information because their primary motiva-
tion is self-protection and adherence to a requirement, not
to help others avoid the same tragedy. In addition to AMDEs
and device malfunctions, voluntary programs can encourage
practitioners to report hazardous situations and errors that did
not cause harm but have the potential to do so. An important
factor in the quest for improving the safety of medical devices
is broader immunity for error reports and a non-punitive
culture that places a higher value on resolving system-based
problems than on punishing practitioners for errors.'s"

Numerous incentives can be used to improve the safety
of medical devices. Some effective incentives identified in
the literature and telephone interviews with frontline clini-
cians to increase medical error reporting include no culture
of blame associated with the person who reported the error,
as well as patient and provider protection, and professional
compliance (Polisena et al, unpublished data, 2014).2° These
incentives for incident reporting would encompass protection
from legal action and fear of criticism, blame, or disapproval.
A medical device surveillance system could improve patient
care and overall patient safety throughout the duration of a
hospital stay. Errors with greater perceived severity will be
likely to be reported by health care professionals (Polisena
et al, unpublished data, 2014).%° One important success factor
that will enhance the safety of medical devices is to gain trust
from the frontline health care providers and ensure that their
incident reports will be reviewed to resolve the errors and
prevent future similar errors. These individuals, therefore,
should be kept abreast of any relevant developments and
receive timely feedback.?!

Proposed framework to improve
the safety of medical devices

in a Canadian hospital context

AMDE:s have been found to occur 83.7 times per 1,000 hospital
admissions.?? Despite this phenomenon, there is a dearth of
evidence on the evaluation of post-market medical device
surveillance in a hospital setting (Polisena et al, unpublished

data, 2014). Although there are medical device regulations in
Canada, we were unable to identify any literature on frame-
works for medical device surveillance in hospital facilities.
We therefore propose a framework to improve the safety
associated with the use of medical devices on patients in a
Canadian hospital context. Polisena et al’s systematic review
(Polisena et al, unpublished data, 2014) on factors that influ-
ence the recognition, reporting, and resolution of incidents
related to medical devices and other health care technologies
and a qualitative study (Polisena et al, unpublished data,
2014) on frontline clinicians’ experiences with medical
devices has helped to inform the development of the proposed
framework. For the qualitative study, telephone interviews
were conducted among 12 surgeons and four registered nurses
in two tertiary care hospitals in Ontario, Canada. Respondents
were asked to discuss factors that influence the recognition,
reporting, and resolution of medical device-related incidents
according to their professional experience, as well as inter-
ventions or strategies to improve medical device hospital
surveillance (Polisena et al, unpublished data, 2014).

Assumptions

The proposed medical device surveillance system framework

was developed under the following assumptions:

e The framework for the medical device surveillance
system was drafted from a tertiary academic hospital
perspective in a Canadian setting. The hospital had an
established Center for Patient Safety with a mandate to
provide safe patient care to both inpatients and outpatients
through continuous research, education, and evaluation
methods.

e The Center employed three to four staff members.

e The hospital provided biomedical engineering services,
whose primary responsibility was to test and implement
new devices, maintain medical equipment, and act as
advisors to the selection of medical equipment.

e A medical device surveillance system currently did not
exist at the hospital.

Figure 1 presents the proposed surveillance system for

a hospital that intends to reduce barriers to improve the

safety of medical devices. An effective medical device

surveillance system should incorporate multiple compo-
nents that accurately document and assess the appropriate
actions to reduce the risk of incidents, adverse events, and
patient harm. An AMDE database and medical/equipment
library, an open communication and feedback strategy, as
well as an education and training program would be devel-
oped to increase the hospital staff members’ awareness
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Figure | Proposed medical device surveillance system process in a Canadian hospital.
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Abbreviations: AMDE, adverse medical device event; RFID/RTLS, radio frequency identifier/real-time location systems.

and understanding of the purpose and objectives of the
surveillance system.!

AMDE database

The AMDE database would detect signals of previously
unidentified AMDESs or near misses and identify any trends
on AMDEs.” The data from the volunteer incident reports
submitted by the health care providers would enable the
hospital staff to

e detect rare or unexpected AMDEs;

e detect problems that occur in clinical practice;
e access complete information on AMDEs, including the
specific nature of the device, brand, and model number;
e appreciate the public health burden imposed by AMDEs
of specific types or related to specific device types; and
e identify appropriate resolutions to minimize risk of
AMDEs or near misses for specific devices.
The data collected in the AMDE database should
accurately represent the incident and allow the health care
providers to describe the error from their perspective.®”
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Education and training

The complexity of decisions, systems, processes, standards,
devices, and human interactions with machines are all contrib-
uting to the confusion as to what constitutes an AMDE.!” In
addition, the specific device used on a patient is usually omit-
ted from the patient record. Instructions for device use tend to
be written in medical jargon for health care providers and are
difficult for lay users or patients to understand and follow."
Human error also is thought to be a major cause of medical
device failure that often results in patient injury. Educating
health care professionals about the surveillance system, pur-
pose, and benefits to the health care community would help
to decrease the risk of underreporting medical device errors."
For instance, data collected in the surveillance system could
be used to identify potential limitations related to the institu-
tion’s resources, lack of staff, or additional training required.
Furthermore, training health care professionals on how to
recognize adverse events, incidents, or malfunctions associated
with the use of medical devices, what to report, how to report,
and why to report would encourage them to report errors more
frequently (Polisena et al, unpublished data, 2014).2

Open communication
and feedback strategy

A systematic review on factors that influence incident recog-
nition, reporting, and resolution found that communication
and feedback had an impact on error reporting by health care
professionals (Polisena et al, unpublished data, 2014). Based on
responses from physicians and nurses in three public hospitals
in Turkey, 38% (6 standard deviation [SD]) felt that the feed-
back on and communication about medical errors was open, as
well as feedback provided to staff about any changes based on
event reports (30%; 4 SD). Only 15% (4 SD) of errors, how-
ever, were reported.” Forty-seven percent (9 SD) of hospital
staff indicated that they are informed of errors that occur in
their hospital units, and 42% (6 SD) are approached to discuss
strategies to prevent future errors.” In another survey, over 50%
of doctors and nurses indicated they did not receive feedback
on their reported errors and were unaware they resulted in
any changes.* Furthermore, telephone interviews conducted
by Polisena et al (Polisena et al, unpublished data, 2014) also
revealed some frustration among frontline clinicians with the
lack of feedback from their institution when they reported a
medical device-related incident.

Benn et al* proposed a safety feedback loop for safety
incidents at the organizational level. The cycle consists of the
following major steps: 1) receipt, screening, and archiving
of incoming reports; 2) analysis of trends in aggregated

incident data and investigation in root causality for incidents
is essential to focus corrective efforts on repeating issues; and
3) development and implementation of system improvements
to prevent recurrence and address system vulnerabilities.
Examples of outcomes collected from the safety-feedback
loop include alerts about new hazards based on incident
reports, trends, and best practices identified from surveil-
lance systems.? Individual adverse events or incidents can
be monitored closely to determine an appropriate resolution
and potential weakness in the safety surveillance system.

Follow-up with health care professionals on the outcome
of their reported error would help to increase the frequency
of errors reported (Polisena et al, unpublished data, 2014).%°
Some examples of successful feedback mechanisms previ-
ously employed involve safety committee processes, publi-
cations, electronic dissemination, staff bulletins, manuals,
and conferences. In one study, newsletter distribution and
information dissemination at monthly departmental meet-
ings resulted in increased incident reporting rates.” Mahajan
acknowledged that additional evidence is required to under-
stand the impact of these techniques on the safety of medical
devices and patient care in general.”!

Integration of medical devices

with information systems

The installation and maintenance of radio frequency identifier/
real-time location systems are important to identify, track, and
manage the location of equipment, monitor temperature and
sterilization, track consumables and manage inventory, and
track staff and patients in health care institutions.?® In addi-
tion, medical device connectivity is a technology that links
medical devices with information systems to reduce the risk
of human error in entering clinical data.”

Canadian Medical Devices

Sentinel Network

The Canadian Medical Devices Sentinel Network (CMDSNet)
involves a group of dedicated and trained representatives from
at least ten acute or community-based health care facilities
within Canada. These representatives report adverse events
associated with the use of medical devices to the Marketed
Pharmaceutical and Medical Devices Bureau of Health
Canada. The reports sent help regulators to better character-
ize how hospital facilities use devices, how problems are
perceived and reported, and which aspects of the system
contribute to a particular event, potentially mitigating risk
at an earlier stage. Hospitals benefit from timely new safety
information to make informed decisions concerning the
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appropriate use of medical devices due to more comprehen-

sive incident data and earlier regulatory interventions.?
As a participating member of the CMDSNet, a hospital

would benefit from the following outcomes:*®

e Increased awareness by hospital frontline users about
the benefits of reporting incidents and knowledge of safe
medical device usage

e Establishment of a direct communication link between
the hospital and Health Canada

e Access to early warnings and signal detection

e Development of a sense of community among CMDSNet
users, through an information sharing forum

e Creation of a feedback loop within the network
In addition to signing a confidentiality agreement with

Health Canada, the involvement of participating hospital

facilities is as follows:

e Establish internal processes to increase awareness of error
reports via CMDSNet

e Identify two to four main reporters in the hospital as
official representatives to CMDSNet

e Respond to questions from Health Canada about submit-
ted reports

e Respond to “ad hoc” adverse event questions

e Receive and disseminate information from the monthly
CMDSNet Bulletin

e Participate in a monthly teleconference with members of
CMDSNet
Although CMDSNet is exclusive to Canada, similar networks

or initiatives in other jurisdictions to monitor incidents, adverse

events, or malfunctions associated with the use of medical

devices in a hospital context would also be applicable to the
proposed framework. For instance, the Medical Product Safety
Network in the United States is a device surveillance network
of approximately 280 hospitals that was established to monitor
device use and adverse events associated with their use.?

Important considerations for
medical device surveillance systems
Cost items of proposed medical

device surveillance system

Individual cost items associated with the proposed medical
device surveillance system framework are not readily available.
Table 1 highlights the main direct cost items associated with
the development, operations, and upgrades and enhancements
with the proposed medical device surveillance system. Direct
costs are costs that are directly linked to the production and
services of the surveillance system, and they can be further
divided into fixed and variable costs. Examples of fixed costs
include equipment and software purchases, while variable costs
vary with the volume of activity.* Development costs involve
mostly fixed costs, such as equipment and software purchases.
Personnel, operating, and maintenance costs are associated
with daily system maintenance and are comprised primarily
of variable costs. Upgrade and enhancement costs are related
to any system improvements and upgrades.*

Potential benefits of proposed

medical device surveillance system
The potential benefits of the proposed medical device
surveillance system from patient, health care professional,

Table | Cost items of proposed medical device surveillance system framework

Phase

Cost category

Individual cost items

Developmental

Operating and maintenance

Upgrades and enhancements

Equipment

Human Resources
Education and training
Overhead

Equipment

Human resources
Education and training
Overhead

Equipment

Human resources
Education and training
Overhead

e Equipment purchases (eg, servers, computer software, and licenses)

o Miscellaneous computer equipment (eg, computers, laptops, personal computer wireless cards)

e Hourly costs of hospital staff members involved, including staff in Center for Patient Safety,
biomedical engineers, and information technology staff

Preparation of user and training manuals and presentations for hospital staff members
Training of two or three reporters among hospital staff to represent hospital at CMDSNet
Public utilities (eg, telephone service and Internet connectivity)

Maintenance of surveillance system
e Depreciation of equipment and eventual replacement costs

Personnel costs related to performance of quality control and data review and receiving
feedback from intended users

e Data report production

Continued education and training of new and current staff members

Public utilities (eg, telephone service and Internet connectivity)

System upgrades and enhancements based on feedback from intended users

(eg, increase flexibility in data entry, and render user interface more intuitive)

Provide education and training of system upgrades and enhancements to intended users
Public utilities (eg, telephone service as Internet connectivity)

Abbreviation: CMDSNet, Canadian Medical Devices Sentinel Network.
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and institutional perspectives are highlighted in Table 2.
The post-market medical device surveillance will be strength-
ened with the proposed system. Also, the surveillance data
can lead to the development of a conceptual framework of
factors that influence device incident occurrence, recognition,
reporting, and resolution, thus leading to enhanced patient
safety and improved clinical outcomes. In summary, the
proposed surveillance system would facilitate the monitor-
ing of device-related incidents and reduce the risk of adverse
events or device malfunctions, leading to improved patient
care and decreased risk of health professional and institu-
tional liabilities.

Implementation of proposed

medical device surveillance system

The surveillance system should be pilot tested for a prede-
termined time frame to a select group of hospital decision-
makers and health care professionals prior to its release on a
broader scale. These individuals would represent the demo-
graphics of intended users. Items to be tested include data to
be collected by the surveillance system, such as the data
sources and collection methods, and procedures on data
handling. The pilot test will not only collect feedback about
the value of data collected and ease of use, but identify and
correct any possible weaknesses in the system. To ensure
a smooth transition in the hospital, the implementation
phase would be divided into numerous sub-phases, where
the surveillance system would be installed in one hospital

ward at a time (eg, cardiac care and cancer care) to further
identify and resolve any potential glitches in the system.
Information technology staff would be on-call throughout
the implementation phase to resolve any potential errors or
answer questions from the intended users in order to ensure
a seamless surveillance system launch.

Critical incident analysis

During the critical incident analysis phase, assigned hospital
staff members from clinical, biomedical engineering, infec-
tion control, and other relevant departments must under-
stand what happened, how and why the incidents occurred,
and identify appropriate actions to resolve each situation.
Following the implementation of these actions, their impact
must be monitored, evaluated, and shared with all parties
involved.’! Vincent et al*? proposed a critical incident analysis
framework based on evidence in the published literature. The
framework provides investigators with a structured approach
on how to perform a comprehensive critical incident analysis
by outlining the main factors and related contributory factors
for consideration. It is important to note that errors that do
not result in patient adverse events (ie, near misses) are not
excluded from the analysis process.*?

Evaluation of proposed medical

device surveillance system
Surveillance systems are dynamic and require acceptance
from intended users to render them successful. Moreover, they

Table 2 Potential benefits of proposed medical device surveillance system

Perspective Individual potential benefits

Patient e Reduced risk of adverse event, incident, or malfunction and failure associated with the use of medical devices

e Fewer patient complications and decreased length of hospital stay as a result of AMDEs or device malfunctions and failures

e Reduced patient morbidity and mortality

e Surveillance data will be instrumental in the identification of patterns associated AMDEs or medical devices prone to

malfunctions or incidents

Health care °

professional e Decreased risk of health professional liability
L]

Institutional e Decreased risk of institutional liability

and hospital

Increased awareness of error reporting system and transparency among hospital staff members

Surveillance data would be used to identify and define training needs among hospital staff members

Early signal detection of the AMDEs or device malfunctions would lead to a quicker response by the health care provider

Participation in and information sharing with members of CMDSNet

e Regular communication with Health Canada to improve product labeling, user manual, and product by manufacturers

e Reports produced from surveillance data will be disseminated to hospital administrators and managers, as well as health

care professionals

Increased transparency among patients, health care professionals, and hospital decision-makers

e More accurate forecasting of expenditures and minimized ad hoc expenditures

treatment and equipment downtime

Cost savings related to standardization, lower maintenance cost, reduced search time for equipment, less delay in patient

Abbreviations: AMDE, adverse medical device event; CMDSNet, Canadian Medical Devices Sentinel Network.
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must be flexible enough to incorporate changes to ensure
their relevance over time. It is important to understand how
hospital decision-makers and health care providers plan to
use the surveillance data. Data quality, timeliness, credibility,
leadership, and persistence in data feedback processes were
identified as additional important factors to surveillance
systems that will improve patient safety.®

Once the surveillance system has been in operation for
a predetermined time frame, a comprehensive evaluation
should be conducted to measure its utility in and impact on
the reduction of barriers to reporting AMDEs, incidents, and
device malfunctions by health care professionals. Health
care providers and hospital administrators would be asked to
complete anonymized surveys, as well as participate in indi-
vidual interviews or focus groups to solicit feedback on the
communication strategies, education and training program,
and overall user experience with the surveillance system. The
evaluation would determine whether the surveillance system
met its objectives. Questions might be, for example, Was the
data collected in the system relevant and timely? Was it useful
for hospital administrators and health care providers? Was
the system easy to use? Would the hospital administrators
and health care providers continue to use the system? Are
there opportunities to further enhance the attributes of the
system? The surveillance system also would be evaluated to
measure its impact on reducing the risk of patient complica-
tions, length of hospital stay, plus morbidity and mortality
based on the surveillance data and patient records. Periodic
evaluations, both from functional and technical perspectives,
are necessary to determine effective actions to maintain
the relevance of the surveillance system.** For example, if
surveillance data revealed that defibrillators failed to deploy
repeatedly due to human factors, then a training program
on the appropriate use of the device would help to reduce
this type of incident in a measurable way. Conversely, if the
root cause of the same issue was uncharged batteries, then a
program that ensures that defibrillators stay plugged-in could
reduce this type of incident and be beneficial.

Conclusion

We propose a framework to improve the safety of medical
devices used in a Canadian hospital facility based on evi-
dence in the literature and interview responses on factors
that influence the recognition, reporting, and resolution
of device-related incidents. Our assessment suggests that
a medical device surveillance program that combines an
AMDE database, education and training program, medical
device and equipment library, and open communication and

feedback strategy would be instrumental to improve patient
care. We advise that direct costs of the surveillance system
be calculated both in the planning and implementation phases
of the initiatives, while the benefits would be assessed in
the implementation phase in order to evaluate the impact
of the safety of medical devices in the hospital. A partial or
complete implementation of the proposed framework in a
Canadian hospital facility would facilitate an assessment of
its effectiveness in patient safety enhancement.
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