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Abstract: Heavy metals cause considerable environmental pollution due to their extent and 
non-degradability in the environment. Analysis and trace levels of arsenic, lead, mercury, and 
cadmium as the most toxic heavy metals show that they can cause various hazards in 
humans’ health. To achieve rapid, high-sensitivity methods for analyzing ultra-trace amounts 
of heavy metals in different environmental and biological samples, novel biosensors have 
been designed with the participation of strategies applied in nanotechnology. This review 
attempted to investigate the novel, sensitive, efficient, cost-benefit, point of care, and user- 
friendly biosensors designed to detect these heavy metals based on functional mechanisms. 
The study’s search strategies included examining the primary databases from 2015 onwards 
and various keywords focusing on heavy metal biosensors’ performance and toxicity 
mechanisms. The use of aptamers and whole cells as two important bio-functional nanoma-
terials is remarkable in heavy metal diagnostic biosensors’ bioreceptor design. The applica-
tion of hybridized nanomaterials containing a specific physicochemical function in the 
presence of a suitable transducer can improve the sensing performance to achieve an 
integrated detection system. Our study showed that in addition to both labeled and label- 
free detection strategies, a wide range of nanoparticles and nanocomposites were used to 
modify the biosensor surface platform in the detection of heavy metals. The detection limit 
and linear dynamic range as an essential characteristic of superior biosensors for the primary 
toxic metals are studied. Furthermore, the perspectives and challenges facing the design of 
heavy metal biosensors are outlined. The development of novel biosensors and the applica-
tion of nanotechnology, especially in real samples, face challenges such as the capability to 
simultaneously detect multiple heavy metals, the interference process in complex matrices, 
the efficiency and stability of nanomaterials implemented in various laboratory conditions. 
Keywords: biosensors, heavy metals, toxicity, nanomaterials, review

Introduction
Heavy metal pollution, especially various forms of arsenic, lead, mercury, and 
cadmium, is significant in most countries of the world and the United States. Of 
course, the situation is getting worse day by day. The upper crust of the earth 
contains many heavy metals due to agricultural pollution,1 mining, and industrial 
products.2 Heavy metals are absorbed via the gastrointestinal tract, inhalation of 
metal-containing fumes, and dermal exposure. Their transfer in the blood is through 
specific chaperons. Heavy metals do not cross lipid membranes, so they enter the 
cells by selective and nonselective channels.3 Arsenic is transported via 
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aquaglyceroporins 7 and 9,4 whereas calcium channels 
mediate cadmium transport through cell;5 their entry is 
also through molecular Mimicry.6 Besides, lead can enter 
cells via calcium channels. Another route for entry of the 
lead into the cell is divalent metal transporter 1 (DMT1).7

DMT1 also reuptakes mercury by cells.8 Mercury also 
enters the cell through amino acid transporters, organic 
anion transporters, and multidrug resistance-associated 
proteins (MRPs).9 Although these metals have no positive 
biological role in biological systems, they show their 
unfavorable effects after exposure.10,11 In addition to 
direct environmental impact, these metals are non- 
degradable and can accumulate in various organisms. 
Metals with toxic properties can lose one or more elec-
trons and change to cations, so this exhibition of variable 
oxidation states enables them to react with biological 
organs.12 Thereby, there is a balance between the influx 
and efflux of these ions. The excessive amounts of these 
materials cause severe diseases in humans. The disease’s 
mechanism is the release of free radicals, cell injury, DNA 
destruction, enzyme inhibition, protein conformational 
change, promoting apoptosis, inhibition of neurotransmit-
ters, and neuron damage.13,14 The manifestation of symp-
toms due to toxicity is common to other diseases, so 

toxicity is difficult unless there is an accident event 
(Figure 1).

On the other hand, the techniques for diagnosing heavy 
metal toxicity are not available in all laboratories. At pre-
sent, there are many various techniques for analyzing heavy 
metal toxicity such as atomic absorption spectrometry 
(AAS), electrothermal atomic absorption spectrometry (ET- 
AAS), flame atomic absorption spectrometry, hydride gen-
eration atomic absorption spectrometry, cold vapor atomic 
absorption spectrometry (HG-AAS, CV-AAS), inductively 
coupled plasma-optical emission spectrometry (ICP OES), 
inductively coupled plasma-mass spectrometry (ICP-MS), 
and HPLC-inductively coupled plasma-mass spectrometry 
(HPLC-ICP-MS).15 Although these techniques are suscep-
tible and accurate, they require highly skilled technicians, 
complex instruments, and a long period for implementing 
the examination. Nowadays, new devices capable of per-
forming quantitative and semi-quantitative analytic infor-
mation tests by implementing a biological recognition 
element are used. These devices are biosensors that generate 
proportional signals to the analytes’ concentration and mea-
sure their physical or chemical reaction.16,17 The application 
of nanobiotechnology to design efficient biosensors in 
research and commercial fields allows the rapid and 

Figure 1 Heavy metals from the perspective of toxicity mechanisms and methods of analysis.
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straightforward detection of biomarkers of various diseases, 
pathogens, pesticides, and other types of environmental 
pollutants.18–20

The biorecognition element, a particular transducer, and 
the signal processor form the main foundations of biosen-
sors. Biosensors may be classified by their receptors or 
transducer21 (Figure 2). Some studies have been conducted 
to introduce nanomaterials utilized in the separation and 
detection of heavy metals based on nanotechnology in recent 
years.22–24 However, in addition to focusing on the toxicity 
mechanism, this study’s primary purpose is to investigate the 
designing and functionality of new biosensors from 2015 to 
2020 to detect arsenic, lead, mercury, and cadmium, and the 
application of nanomaterials and nanotechnology methods 
in the construction of these biosensors. In this regard, key-
words related to arsenic, lead, mercury, and cadmium bio-
sensors, along with the functional characterization of 
biosensors and the mechanism of toxicity of these metals, 
were searched in PubMed, Science Direct, Web of Science, 
Scopus, and IEEE Xplore databases. The titles and abstracts 
of the English language articles were extracted and 

evaluated according to relevance to the topic. Then, the 
complete selected papers and related references were thor-
oughly studied.

Application of Nanomaterials in 
Biosensor Designing
Having at least one external dimension in the range of 1 
to 100 nm is the main characteristic of nanomaterials. 
The structures can have zero to three dimensions in 
cumulative, fusion, tubular, single, and irregular forms. 
A wide range of metal nanomaterials such as gold, cop-
per, silver nanoparticles, non-metallic nanomaterials such 
as carbon-based compounds such as graphite, carbon 
nanotubes, and graphene is used for the immobilization 
process in the design of biosensors.23 Figure 3 depicts the 
nanomaterials used in sensing, preconcentration, and 
separation systems for heavy metals.23–26 The immobili-
zation of nanoparticles on the surface increases the sur-
face-to-volume ratio and more access to the active 
surface.27,28 Chemical and biochemical methods are 
used to synthesize nanomaterials employed to detect 

Figure 2 Schematic representation of the design of biosensors with the cooperation of nanotechnology for the detection of heavy metals.
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heavy metals. The advantage of the methods is producing 
smaller-sized nanomaterials with uniform size and 
increasing the surface to volume ratio to achieve better 
performance for detecting heavy metals. New nanomater-
ials such as nanoclusters, aptamers, antibodies, and quan-
tum dots are used in heavy metal detection systems.25,29 

Depending on the type of biosensor, it significantly 
increases sensitivity and specificity. Due to excellent 
resistance to oxidation and non-toxicity, gold nanoparti-
cles are mostly used to manufacture biosensors applied in 
biotechnology and medicine. For instance, nanoparticles 
in electrochemical-based biosensors are often used as 
signal amplifiers and increase sensitivity and achieve 
lower detection limits. Nanoscale semiconductor materi-
als such as quantum dots and nanocrystals such as iron 
oxide quantum dots and nanocrystals have optical and 
magnetic features. Magnetic nanoparticles implemented 
in biosensors’ design facilitate analyte purification and 
separation of interfering compounds in complex samples. 
Various studies have shown that metal nanoparticles and 
carbon nanotubes exhibit a massive increase in conduc-
tivity and improve electron transfer.30–32

Biosensors Classification Based on 
Main Bioreceptors
Aptamer as Biological Nanomaterials
In addition to the double-stranded (ds) structures of DNA 
molecules, single-stranded DNA and RNA molecules are 
also utilized to design biosensor bioreceptors. Aptamers 
are fragments of single-stranded DNA and RNA selected 
by the in vitro evolution called systematic evolution of 
ligands by exponential enrichment (SELEX) technique to 
bound to the specific targets with high specificity and 
affinity. Aptamers consist of 30 to 100 nucleotides in 
size, consequently smaller than other biorecognition mole-
cules such as antibodies and enzymes, resulting in efficient 
immobilization of high densities of aptamers on the 
surface.33–35 The binding of an aptamer to analyte changes 
the conformation in aptamers’ structure, which can be 
detected using the transducers’ output signal.36,37

The Antibody as Biological Nanomaterials
These specific proteins can detect analytes in other inter-
fering agents due to their high binding affinity to the 
target.38 Antibodies used for the production of 

Figure 3 Schematic illustration of the possible nanomaterials used in biosensing system of heavy metal ions.
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immunosensors are of two types: monoclonal and poly-
clonal. The sensitivity of polyclonal antibodies is more 
significant than their specificity, allowing them to detect 
different epitopes on the target antigen. In contrast, mono-
clonal antibodies are highly specific because they are made 
by one immune cell type and attached to the same corre-
sponding antigen epitope.38,39

Enzyme
The properties and inherent catalytic activity of enzymes 
provide the advantage of achieving a lower detection limit 
than typical analyte binding methods. The enzyme recog-
nizes a specific analyte similar to a key fitting a lock.40 

The enzyme operating mechanisms in biosensors may 
include converting the analyte into a measurable sensor 
product without participating in the reaction detecting an 
analyte that performs as an enzyme activator or inhibitor 
and finally assessing the enzyme’s alteration properties 
after interaction with the analyte.41

Whole Cell-Based Biosensors as a Micro/ 
Nano-Biosensor
A whole-cell microbial biosensor is an analytical method 
that detects target analytes by immobilizing microorgan-
isms onto a transducer. The biosensors recognition ele-
ments for detecting particular molecules or the 
surrounding environment’s general condition could be 
microorganisms, such as bacteria or fungi.42 Most micro-
bial biosensors are between 0.5 and 5 micrometers in size 
depending on the type of cell used in them, so they are in 
the nano/micro-biosensors category.43–45 One of the 
advantages of microbial-based biosensors is that they do 
not require purification, which is a time-consuming and 
costly process. Proteins and some intracellular components 
can be used as biorecognition elements to detect target 
analytes. Sensitive biosensors can be fabricated by inte-
grating microorganisms with various electrochemical, 
optical, and mass-based transducers.46

Biosensors Classification Based on 
Primary Transducers
Electrochemical (EC)
EC biosensors measure the current resulting from the oxi-
dation (ox) and reduction (red) reactions of the electrolyte 
(redox probe).47 EC transducers convert biological interac-
tions into an electrochemical signal and rely on electrical 
parameters such as current, impedance, potential, and 

capacitance. As a result, these transducers’ main output is 
to convert information into measurable values using poten-
tiometry, voltammetry, amperometry, and conductivity. The 
main elements of electrochemical studies are electrochemi-
cal data processing devices and electrochemical cells, 
including the working electrode, reference, and counter 
electrode in the presence of the electrolyte or redox 
probe.48,49 Since the expected redox reactions occur on 
the working electrode surface, the electrode must have 
good reproducibility and a high signal-to-noise ratio. 
A constant potential is generated in the electrochemical 
cell using a reference electrode. The counter-electrode is 
an electrode used to close the current circuit in an electro-
chemical cell, referred to as an auxiliary electrode. 
Researchers today highly regard electrochemical biosensors 
due to their simplicity and, at the same time, high proces-
sing speed, low cost, and miniaturization capability of elec-
trodes (such as screen-printed electrode).50,51 Voltammetry 
is the most effective electrochemical procedure. The current 
and potential are monitored in voltammetric processing. 
The position and density of the obtained peak current are 
proportional to the chemical’s characteristics and individual 
concentration. Additionally, voltammetry can detect multi-
ple chemicals with different peak potential in a single EC 
analysis, thereby simultaneously providing various analyte 
detection. The dedicated current- potential graph voltam-
metric technique is called a voltammogram and includes 
differential pulse voltammetry (DPV), cyclic voltammetry 
(CV), linear sweep voltammetry (LSV), and stripping vol-
tammetry (SV) methods.52 Amperometric transducer per-
forms electrochemical measurements of oxidation and 
reduction currents of electroactive species under a constant 
potential applied to the working electrode. The potential act 
as the driving force of the electrons’ transfer reaction causes 
a force to be applied to the electroactive species to gain or 
lose electrons. The output current obtained from this 
method is directly associated with the bioassay process 
and analyte concentration.53 The bio-recognition reaction 
triggers a modification of the transmembrane potential, 
a redox potential, or an ion’s activity in potentiometric 
biosensors. This technique implements the Nernst equation, 
so the electrode potential depends on the oxidized and 
reduced species’ concentration. A working electrode’s 
potential is measured compared to that reference electrode 
with a constant or null current flow by potentiometric 
instruments. The electrode-forming layers consist of 
a layer with a selectively permeable membrane and 
a membrane or surface with a high sensitivity to the analyte, 
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such as a surface containing specific enzymes.54 

Conductometric transducers permit to track of the biorecog-
nition event, which changes the ionic concentration. 
Commonly, any chemical reaction is associated with 
a change in the concentration of ionic species present in 
the solution, which results in a change in electrical con-
ductivity and current flow. In this method, two separate 
metal electrodes are used, spaced at a certain distance 
from each other. During the analysis process, a specific 
Ac voltage is applied to the electrode’s surface, which 
causes the current flow. The ionic composition changes 
with the reaction, and conductivity is measured between 
the metal electrodes.55 Electrochemical impedance spectro-
scopy (EIS) is a rapid and accurate procedure for character-
izing biomaterial-functionalized electrodes’ structure and 
function. Immobilizing bio-materials on the electrodes’ sur-
face alters interfacial electron transfer resistance and elec-
trode capacitance changes and triggers impedance 
variations. This electrochemical technique can detect inter-
facial changes caused by biorecognition processes. An elec-
trical circuit can model the measured impedance of the 
device. Electrochemical reactions on the electrode surface 
and the reaction solution are accompanied by the creation of 
impedance in the electrical circuit, including the electron 
transfer’s resistance between the electrode surface and the 
redox pair. Other impedance statements are the capacitance 
between the charged ions in solution and the electrode, the 
resistance due to the rate at which the redox couple pene-
trates the electrode, and the solution’s resistance present 
between the system electrodes.56

Optical-Based Biosensor
The utilization of optical biosensors technology is an 
essential approach for exploring and evaluating biomedi-
cal research, pharmaceuticals, environmental monitoring, 
national security, and warfare. Generally, optical transdu-
cers’ performance is based on changes in the amplitude, 
frequency of polarization, and phase of input light in 
response to physical and chemical changes caused by 
the reaction between the analyte and the bioreceptor.57 

An optical biosensor’s main components include a light 
source, immobilized biorecognition elements, an optical 
analysis system, and, most importantly, an optical trans-
mission device such as fiber.58 Surface plasmon reso-
nance (SPR) is one of the label-free methods in 
producing optical biosensors. In the traditional SPR bio-
sensor structure, a thin metallic layer is covered on one 
prism surface and distinguishes the prism and the sensing 

medium. The SPR sensing effect is responsive to target 
analyte bindings because the resulting increment in mass 
induces an expansion of the refractive index proportion-
ally, which can be interpreted as a change in the reso-
nance angle. When the analyte interacts with the sensor’s 
bioreceptor part, SPR biosensors utilize electromagnetic 
waves to detect changes.59 Luminescence is a widespread 
quantum phenomenon that occurs when specific mole-
cules emit light after being excited to return to the ground 
state, and this transmission is recorded as luminescence. 
Chemiluminescence occurs by performing specific che-
mical reactions and generating an electronically excited 
state for a molecule by chemiexcitation.60 

Chemiluminescence analysis consists of tracking the 
photon production rate, so light intensity depends on the 
photon production rate. The intensity of the output light is 
directly proportional to the limiting reactant’s concentra-
tion in the luminescence reaction. The purpose of design-
ing biosensors based on luminescence chemistry is to 
combine the high sensitivity of light-emitting responses 
with the sensors’ structure, which results in the achieve-
ment of a highly sensitive and practical tool.61 

Fluorescence is used frequently for signal transduction, 
particularly in the presence of antibodies and enzymes. In 
the fluorescence method, an external light source with 
a short wavelength is required to stimulate electrons’ 
transfer in an atom or molecule, producing luminescence 
with a longer wavelength.57 During the biorecognition 
process, a fluorescent biosensor embedded with fluoro-
phore molecules is applied to generate light. Because 
most bio-recognition elements and target analytes lack 
intrinsic spectral properties, biosensing events are con-
verted into optical signals using a combination of fluor-
escence-responsive optical reagents and sensing 
elements. Fluorescence-based biosensors such as FRET- 
biosensors are very sensitive and are used to detect ana-
lytes at low concentrations.62

Piezoelectric-Based Biosensor
Piezo means the application of pressure or squeeze. Due to 
mechanical stress in some materials, a potential difference 
is created, which is called piezoelectricity. The sensors are 
a subset of the mass-base and are divided into Bulk acous-
tic and Surface acoustic wave piezoelectric sensors. In 
piezoelectric-based biosensors, bioreceptors are coupled 
to piezoelectric materials such as ceramics and quartz, 
which produce a measurable signal in response to changes 
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in mass-induced oscillations bonded to the piezoelectric 
crystal surface.63

Magnetoelastic-Based Biosensor
Magnetoelastic sensors are constructed from ribbons of 
amorphous ferromagnetic film. The ribbons are typically 
iron-rich alloys with a high magneto-elastic coupling coef-
ficient and great mechanical tensile strength. Due to the 
magnetostriction property of ribbons, their shape changes 
in the presence of a magnetic field. This mechanism’s 
operation is similar to the quartz crystal microbalance 
method. The exception is that these types of biosensors 
work by magnetoelasticity instead of piezoelectricity.64,65

Field Effect Transistor-Based Biosensor
These semiconductor biosensors consist of three types of 
electrodes: source, drain, and gate. The part between the 
original and the drain acts as a biorecognition element. 
There is a nanowire channel between the discharge term-
inals and the source section in the FET biosensors’ con-
figuration. The surface of nanowires is functionalized and 
modified by biorecognition elements. The measurable sig-
nal is generated based on the type of system, electrical 
activity, and analyte concentration.66 In the presence of 
a biorecognition element such as an antibody or aptamer, 
analyte concentration changes lead to a shift in charge near 
the sensor interface. The gate section’s voltage is changed, 
followed by a voltage difference, and the drain current 
changes. This analysis can be evaluated using I–V char-
acterization. The basis of the detection method in the 
electric FET method is the effect of changes in permittivity 
and charge interactions.67

The General Strategy in the 
Accurate Design of Biosensors
The practical techniques implemented in biosensors detect 
labeled or label-free target analytes. Label-based detection 
relies primarily on the unique properties of label sub-
stances to detect target analytes. The performance of label- 
based biosensors is based on the basic concept that it is 
impossible to catch all analytes based on their inherent 
physical and chemical properties. Therefore, some radio-
active labels, enzymes, or fluorescent molecules are 
attached to the target analyte to perform the detection 
process.68 Disadvantages of this method are its cost and 
time-consuming; besides, labeling may interfere with the 
bioreceptor’s active binding to the target analyte. In 

contrast, to facilitate measurements and time and cost 
savings, the label-free model is used in biosensors tech-
nology. In this method, analytes’ intrinsic physical and 
chemical properties such as size, electric charge, molecular 
weight, electrical impedance, refractive index, and dielec-
tric properties are used. In recent years, label-free methods 
have found many medical science applications and envir-
onmental compound analysis due to the interdisciplinary 
convergence of electronics engineering, chemistry, and 
nanobiotechnology.69–71

Environmental Pollution, Toxicity 
Mechanisms, and Health Hazards of 
Heavy Metals
Natural and anthropogenic resources are two important 
sources of environmental pollution caused by heavy 
metals. According to recent reports from the World 
Health Organization, more than 1 billion people in the 
world do not have access to safe and clean water, and 
1.6 million people pass away each year due to water 
contamination with biological and non-biological 
pollutants.72 Surface waters, including global rivers and 
lakes, are the best samples for monitoring the status of 
heavy metal pollution worldwide.73 Figure 4 shows the 
heavy metals’ total concentrations in global rivers and 
lakes on five continents from 1972 to 2017.74 The thresh-
old concentration of these metals is also presented accord-
ing to USEPA and WHO standards. Collectively, the 
average concentration of heavy metals has been increasing 
since the 1990s. Strict monitoring of health laws’ imple-
mentation to control global heavy metal pollution has led 
to relative control of these pollutants in developed 
countries.75 On the other hand, the level of this pollution 
is significantly increasing in developing countries. One of 
the practical aspects of establishing health legislation 
related to heavy metal pollution is continuous and accurate 
monitoring of these metals’ levels in the environment.

Arsenic
Arsenic has caused many environmental concerns in per-
sonal and public health worldwide, as a toxic and carcino-
genic metalloid with a wide distribution in the 
environment. Arsenic exists in organic and inorganic 
forms and is found in nature in three- and five-valent 
forms. The inorganic form of arsenic is more toxic than 
organic compounds. Because these compounds enter the 
human and animal food cycle and accumulate in biological 
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systems.76 Occupational exposure to high levels of arsenic 
occurs in agricultural industries such as pesticide produc-
tion. Also, metal smelting industries, especially copper, are 
essential sources of pollution with dust and arsenic fumes. 
Drinking water is the primary source of environmental 
exposure to arsenic.77–79 According to recent research, 
150,000 people are exposed to arsenic-contaminated 
water (10 ppb) daily.80 Besides, a variety of foods, such 
as rice and seafood, contain arsenic. Arsenobetaine is an 
organic, less toxic form of arsenic found in seafood that 
causes a daily arsenic intake.81 Trivalent arsenic com-
pounds react with and bind to sulfhydryl and thiol groups 
of enzymes and proteins, thereby altering their function 
and structure. One of the enzymes with a vital key role in 
the Krebs cycle inhibited by As (III) is pyruvate dehydro-
genase, which eventually leads to disruption of cellular 
respiration and ATP production. On the other hand, the 
pentavalent form of As (V) is similar in structure to the 
phosphate group and is replaced in phosphate transfer 

reactions and can prevent the mitochondrial oxidative 
phosphorylation. Epidemiological and experimental stu-
dies have shown that chronic long-term exposure to low 
doses of arsenic is associated with developing crucial 
diseases such as cardiovascular diseases, hypertension, 
diabetes mellitus, hyperkeratosis, parenchymal cell 
damage, liver fibrosis, cirrhosis, gastroenteritis, peripheral 
neuropathy, encephalopathy, hepatocellular carcinoma, 
Pancytopenia, and a variety of cancers.12,82

Lead
As one of the most abundant elements on the earth, lead has 
long been considered by humans due to its desirable physical 
properties such as low melting point and high flexibility. The 
lead application is closely related to many industries, includ-
ing smelting, mining, refining in mines, battery and glass 
production, rubber and plastics industries, and industries 
requiring lead soldering. Until the late 1980s, organo-lead 
compounds were widely used as additives to increase octane 

Figure 4 Concentrations of heavy metals in global surface waters by continents from the 1970s to the present. Reprinted from Zhou Q, Yang N, Li Y, et al. Total 
concentrations and sources of heavy metal pollution in global river and lake water bodies from 1972 to 2017. Global Ecol Conserv. 2020;22:e00925. Copyright 2020, with 
permission from Elsevier.
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and gasoline combustion, which led to a sharp increase in 
the global atmospheric lead, the pollution of which is still 
debated in the environment. The widespread use of lead in 
the industry has led to environmental, soil, and ground-
water pollution. As a non-essential metal for the human 
body, it is not biodegradable, and its ecotoxicity remains 
a concern despite warnings from international health 
organizations.82,83 The primary exposure to lead is water 
and food, and occupational exposure is due to inhalation 
and ingestion of lead-containing fumes and dust. The per-
missible limit for lead in drinking water is set by the World 
Health Organization at 0.01 µg/L. About 99% of blood lead 
in erythrocytes is bound to hemoglobin. Only 1% of circu-
lating lead is present in serum, which is first distributed in 
soft tissues such as the liver and kidneys and then redis-
tributed in the skeleton and hair. Blood lead levels (BLL) 
greater than 70 and 100 µg/dL indicate significant toxicity 
in children and adults, respectively.84 As a persistent pol-
lutant in the environment and biological systems, lead 
covers a wide range from acute to chronic toxicity, result-
ing in a variety of abnormalities in the human body. Acute 
poisoning causes headaches, abdominal pain, hypertension, 
renal dysfunction, dizziness, hallucinations, insomnia and 
osteoarthritis, and chronic poisoning leading to congenital 
malformations, mental disability, allergies, autism, hyper-
activity, kidney damage, severe muscle weakness, paraly-
sis, and eventually leads to death.7,85 The known 
neurological, behavioral, and neurotoxic effects of lead 
can be explained by molecular, cellular mechanisms, 
including function as a substitute and mimic of calcium 
and its homeostasis, stimulation of protein kinase C, dys-
function of neurotransmitters in dopaminergic, cholinergic, 
and glutaminergic pathways. Lead has several hematologi-
cal effects. The most important impact is interfering with 
the heme biosynthesis pathway by inhibiting key enzymes 
delta-aminolevulinic acid dehydratase and ferrochelatase. 
The bone effects of lead are notable, and its half-life in 
bones is very high compared to blood.3 Disorders of meta-
bolic and homeostatic processes such as vitamin D, para-
thyroid hormone, calcitonin, replacement of lead with 
calcium in bone are among the adverse health effects of 
lead. According to various studies, lead carcinogenesis is 
due to inhibition of DNA synthesis and repair, replacement 
of lead with zinc in the structure of transcriptional regula-
tors, production of ROS, oxidative stress and DNA 
damage, interference with DNA-binding proteins, and 
uncontrolled expression of genes.85,86

Mercury
Mercury is a heavy metal that is an excellent example to 
show metals’ movement in the environment. It is found in 
three forms: elemental, organic, and inorganic (Hg1+, Hg2+), 
each with its individual physical and chemical properties 
and toxicity profile. Atmospheric mercury is in mercury 
vapor (Hg0) at a specific temperature and pressure and is 
produced through many interactions in the Earth’s crust, 
oceans, and volcanic eruptions. Anthropogenic sources of 
extraction, smelting of metals in mines, coal combustion, 
various chlor-alkali industries, and waste incinerators are 
the primary atmospheric mercury sources. In rainwater, 
mercury returns to the earth’s surface in an inorganic 
form of mercury oxide. Mercury on the earth’s surface 
takes two paths: 1) the path of mercury vapor re- 
conversion and return to the atmosphere, 2) the conversion 
of mercury to methylmercury by microorganisms.3,87 The 
methylation pathway leads to mercury entering the aquatic 
food chain, and its cumulative levels in tissues are 1800 to 
8000 times higher than the surrounding water. The process 
of bioconcentration and biomethylation is carried out, and 
human consumption of seafood eventually leads to 
methylmercury toxicity.82,88 Human exposure to various 
mercury forms occurs through accidental exposure, envir-
onmental and food contamination, dentistry and amalgam 
production, preservation of pharmaceutical products, occu-
pational contamination in the electrical industry, precious 
metal processing, caustic soda, and antifungal 
production.89 Elemental mercury and methylmercury are 
highly absorbable. Mercury vapor is a lipophilic element 
and is quite effectively absorbed through the lungs and 
epithelial tissues. Upon entering the bloodstream, it is 
oxidized to Hg2+, which is highly reactive. The gastroin-
testinal tract also absorbs methylmercury accumulated in 
fish, and due to its high fat solubility, it crosses the mater-
nal placental barrier and the blood-brain barrier. Unlike 
high absorption, mercury excretion is very low. A very 
high proportion of mercury is absorbed in the liver, kid-
neys, and nerve tissue, and its toxicity occurs in the gas-
trointestinal tract, nervous system, kidneys.90 Oxidative 
stress plays a crucial role in the development of mercury 
toxicity. This molecular mechanism indicates the reactivity 
of sulfhydryl-containing groups in the presence of mer-
cury. Methylmercury and Hg2+ react covalently with 
cysteine residues to react proteins and enzymes and 
deplete cellular antioxidants. Accumulation of reactive 
oxygen species (ROS) occurs due to oxidative damage 
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due to mercury compounds, which usually inhibit toxicity 
due to the cell’s high antioxidant capacity.91 Inorganic 
mercury increases ROS by disrupting oxidative phosphor-
ylation in the ubiquinone cytochrome b5 step and electron 
transfer. The methylmercury form increases intracellular 
calcium by accelerating the influx of extracellular calcium 
and assembling intracellular stores, whereas inorganic 
mercury only affects the entry of extracellular calcium 
into the cell. Some studies have shown that mercury is 
genotoxic, but more studies are underway.92 Induced ROS 
due to mercury toxicity may initiate cancer-induced pro-
cesses. On the other hand, the direct effect of free radicals 
on DNA and proteins responsible for DNA repair, chro-
mosomal segregation, and the mitotic spindle has been 
observed in mercury toxicity mechanisms.93,94

Cadmium
As a ubiquitous heavy metal, cadmium has caused a great 
deal of concern in an occupational exposure and environ-
mental pollution. The average concentration of cadmium 
in the earth’s crust is 0.1 mg/kg. The highest levels of 
cadmium compounds in the environment are found in 
sedimentary and marine rocks containing phosphate at 
a concentration of 15 mg/kg. Cadmium is used in a wide 
range of industries today. One of cadmium’s main applica-
tions in the industry is the production of alloys, pigments, 
and batteries.95 Commercial use of cadmium has been 
reduced as much as plausible due to environmental con-
cerns. Daily cadmium intake in the United States does not 
exceed 0.4 µg/kg/day, half of the EPA’s reference dose.

Cadmium as a nonessential and toxic metal in biologi-
cal organisms, although in minimal amounts, can accumu-
late in the body during life, and the effects of this 
accumulation can manifest years after. The main routes 
of exposure to cadmium are through food intake, passive 
smoking, or smoking. Circulation and blood vessels are 
essential routes of cadmium distribution to target 
organs.96,97 Chronic inhalation of cadmium particles 
causes pulmonary emphysema, which changes in pulmon-
ary function are also seen on chest radiographs.98 

Occupational exposure to airborne cadmium particles 
reduces olfactory function.99 Some epidemiological stu-
dies have confirmed an association between osteoporosis 
and decreased bone mineral density with chronic exposure 
to low cadmium levels.100,101 Cadmium acts as a potent 
irritant of the gastrointestinal tract and respiratory system, 
causing renal or hepatic injury and lung damage, along 
with symptoms such as abdominal pain, nausea and 

vomiting, muscle cramps, shock, seizures, and loss of 
consciousness that may eventually lead to coma and 
death.102 Chronic exposure to cadmium may even cause 
depression by affecting acetylcholine, norepinephrine, and 
serotonin.103 Molecular mechanisms of cadmium toxicity 
indicate cellular damage by inducing ROS production, 
leading to impaired synthesis of proteins and nucleic 
acids. Cadmium affects signaling pathways, including cal-
cium channel blockade, increased cytosolic free calcium, 
and inositol polyphosphate. It also activates protein degra-
dation processes, up-regulation of proto-oncogenes such as 
c-jun and c-fus and cytokines, and induces expression of 
the genes metallothioneins, glutathione transferases, heme 
oxygenases, and DNA polymerase β.104,105 Blood and 
urinary cadmium levels reflect recent and chronic cad-
mium exposure, respectively. The main sources of expo-
sure and diseases caused by heavy metals are summarized 
in Table 1.

Biosensors Designing Based on 
Nanotechnology Approach to 
Heavy Metals Analysis
Arsenic
Given the importance of arsenic toxicity in biological 
systems and the environment, in recent years, in addition 
to conventional methods for measuring heavy metal con-
tamination, several biosensors to analyze arsenic levels in 
complex matrices such as blood or various tissues and 
environmental samples are designed. An optical biosensor 
based on the Surface-enhanced Raman scattering (SERS) 
technique was developed to detect As (III). A combination 
of specific trivalent arsenic aptamer and Raman labeled 
Au@Ag core-shell nanoparticles were used. SERS perfor-
mance increases in the presence of Au@Ag. Aptamer has 
been absorbed in 4-mercaptobenzoic (4-MBA) as a Raman 
reporter molecule and Au@Ag to act as a donor to SERS. 
In the presence of As (III), specific aptamers are separated 
from the surface of Au @ Ag and attached to As (III), 
resulting in the aggregation of nanoparticles. As a result, 
due to the formation of “hot spots” of SERS, the 4-MBA 
molecule signal of the Raman reporter was amplified. The 
detection limit and linear range of this novel SERS-based 
aptasensor were 0.1ppb and 0.5–10 ppb, respectively 
(Figure 5A).106 The structural similarity of the phosphate 
group with pentavalent arsenic is the basis for designing 
a high-sensitivity biosensor. In this new strategy, ss-DNA- 
MB is immobilized on CeO2 nanoparticles through its 
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phosphate groups. Surface binding competition occurs in 
the presence of arsenic, and higher affinity of As (V), lead 
ss-DNA to separate from the surface, and As (V) is 
adsorbed to the nanoparticle surface. For analysis, the 
DPV electrochemical technique was used utilizing the 
ITO electrode, and the output signal was measured at 
each step. Methyl blue attached to ss-DNA as an electro-
active compound facilitates electron transfer, and 

a significant DPV signal is obtained. The current signal 
decreases due to reduced diffusion to reach the electrode 
surface by increasing nanoparticles’ concentration and 
attaching ss-DNA. The competitive coordination-based 
immobilization-free electrochemical biosensor can detect 
pentavalent arsenic in the linear range from 400 ppb to 16 
ppm and the detection limit of 164 ppb.107 Zeng et al108 

demonstrated a high-sensitivity fluorescence platform for 

Table 1 Heavy Metals and Their Source and Health Effect

Major 
Items

As Pb Hg Cd

Main 

sources

Metal smelters, 

fungicides, 

pesticides

Burning of coal, paint, automobile emission, 

pesticides, mining, smoking

Batteries, pesticides, paper, 

and the dental industry

Electroplating, smoking, 

welding, fertilizer, pesticides

Health 

effect

Dermatitis, 

bronchitis, 
cardiovascular 

disorders

Liver and renal failure, development delay, mental 

retardation, fatal neonatal encephalopathy, acute and 
chronic damage to nervous system

Gingivitis, tremors, 

protoplasm poisoning, 
spontaneous abortion, 

nervous system disorder

Pneumonitis and lung 

cancer, renal dysfunction, 
bone defects, bone marrow, 

kidney damage

Figure 5 (A) Schematic illustration of the arsenic (III) SERS detection based on Au@Agcore–shell nanoparticles. SERS, Surface-enhanced Raman scattering. Reprinted from 
Song L, Mao K, Zhou X, Hu J. A novel biosensor based on Au@ Ag core–shell nanoparticles for SERS detection of arsenic (III). Talanta. 2016;146:285–290. Copyright 2016, 
with permission from Elsevier.106 (B) Representation of the Assay Principle for detection of As (III) based on target-triggered signal amplification processes, sequences a and 
a* are complementary, DNA1 corresponds to the Mg2+-dependent DNAzyme. Reprinted with permission from Zeng L, Zhou D, Gong J, Liu C, Chen J. Highly sensitive 
aptasensor for trace arsenic (III) detection using DNAzyme as the biocatalytic amplifier. Anal Chem. 2019;91(3):1724–1727. Copyright 2019 American Chemical Society.108 

Abbreviations: HP, hairpin probe; MB, magnetic beads; F, fluorophore (FAM); Q, quencher; Exo III, exonuclease III.
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As (III) detection. The basis of this method is the ampli-
fication of the sequential signal in the presence of analytes. 
The specific As (III) -aptamer acts as a biorecognition 
element. In the analyte presence, the blocking DNA is 
released and stimulates the cascading signal process. By 
performing the digestion process of DNA recycling with 
Exo III’s cooperation, many mg-dependent DNAzyme 
enter the assay system. By performing magnetic separa-
tion, DNAzyme with multiple turnover numbers can cata-
lyze the sequential cleavage of fluorophore- quencher- 
functionalized substrate strands. As a result, a powerful, 
amplified fluorescence signal is generated for analyte 
detection. The very low detection limit of 0.016 ppb 
results from further amplification of the Exo III and 
DNAzyme synergistic signal, which indicates the exces-
sive sensitivity of the fluorescent biosensor (Figure 5B). 
Cell bioreporters are widely used to detect heavy metals. 
A new approach to the detection of arsenic has recently 
been suggested. The analysis results for a bacterial biosen-
sor POLA (ABP), made from three genetic modules, 
include a promoter, reporter gene, and gene expression 
amplifier (Figure 6A and B). Pola-López et al109 designed 
a new vector that can exchange promoters, amplify gene 
expression, and green fluorescent protein (GFP), signaling 
at maturity and rapid growth. The basis of the method was 
a genetically modified bacterium from the IGEM 2012 

series, conducted with the Bio parts of Escherichia coli 
MG1655k12. The fluorescence generated by the optical 
biosensor showed a linear response both in terms of time 
and arsenite concentration (ranged from 5 to 140 ppb). The 
fluorescent method for tracking inorganic arsenic levels in 
biosensor technology is based on the excitation or quench-
ing of nanoparticle fluorescence in the presence of the 
target analyte. Zhang and co-workers used single- 
stranded DNA rich in guanine and thymine bases by the 
hydrothermal method to fabricate fluorescent DNA- 
containing quantum dots. A specific arsenic aptamer’s 
function is combined with the quantum dot’s optical prop-
erties in this probe. The binding of trivalent arsenic to 
QDs-DNA causes conformational changes in the ssDNA 
structure, ultimately increasing the output fluorescence 
signal. This method provided an appropriate linear range 
(1–150 ppb) and an acceptable detection limit (0.2 ppb) for 
arsenic detection.110 Aptasensors that use electrochemical 
techniques to detect arsenic are excellent examples of 
nanomaterials in biosensors’ fabrication, mainly when 
these nanomaterials modify the electrode’s surface. For 
instance, Cui et al111 applied a screen-printed carbon elec-
trode modified with gold nanoparticles as the electroche-
mical reaction medium. The thiolated aptamer (Ars-3) was 
immobilized on the modified electrode’s surface by the 
self-assembly method. Polyatomic polymers such as 

Figure 6 (A) Schematic representation of designs of whole-cell biosensors based on the total vector (POLA). (B) Fluorescence appearance of the bacterial biosensor 
exposed different concentrations of arsenite. Reprinted from Pola-López L, Camas-Anzueto J, Martínez-Antonio A, et al. Novel arsenic biosensor “POLA” obtained by a 
genetically modified E. coli bioreporter cell. Sens Actuators B Chem. 2018;254:1061–1068. Copyright 2018, with permission from Elsevier.109
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PDDA are adsorbed to arsenic-specific aptamers by elec-
trostatic interactions. The presence of arsenite in the reac-
tion solution and its greater tendency to bind to aptamer 
alters the conformation of aptamer and the formation of 
the aptamer-arsenite complex, diminishing PDA’s adsorp-
tion. Under these conditions, the electrochemically active 
[Ru(NH3)6]3+ probe accumulates more and more on the 
electrode surface, which leads to an increase in electron 
transfer at the electrode surface, increasing DPV signal 
current. The linear range of the designed system was 
between 1.6 and 800 ppb, and the detection limit was 1.2 
ppb. Divsar et al successfully designed an optical biosen-
sor based on the colorimetric method for detecting. In this 
biosensor, thiolated aptamer conjugated with silver nano-
particles (Apt-SNPs) were employed. This biosensor’s 
function is based on the aggregation of aptamer- 
conjugated nanoparticles in the presence of arsenic ions. 
There are two binding sites on the aptamer for the binding 
of arsenic ions; arsenic ions in solution can act as a bridge 
between the dispersed Apt-SNPs and attach them. APT 
SNPs’ spectrophotometric characteristics in the As- 
containing solution show a significant decrease in the UV- 
VIS absorption peak at 430 nm. The optical biosensor’s 
linear dynamic range covers a wide range of arsenic ion 
concentrations from 50 to 700 ppb with a detection limit of 
6 ppb.112 The operating mechanisms of other precision and 
important biosensors that have been developed in recent 
years are mentioned in Table 2.

Lead
The lead level analysis is essential in environmental sam-
ples such as water, food, soil, and biological samples such 
as blood. In addition to conventional methods such as 
atomic absorption, spectrophotometry, and chromatogra-
phy, various sensors and biosensors have been designed. 
Ran et al113 developed a simple, label-free, and highly 
sensitive electrochemical aptasensor based on polyadenine 
use for the first time as an assembly linker to bind aptamer 
to a screen-printed gold electrode surface. Polyadenine 
performs a crucial function in the fabrication of a single- 
stage aptasensor that no blocker compound is required for 
the electrode surface. DPV and CV techniques were used 
for electrochemical characterization. The presence of lead 
causes interaction with the aptamer. This change in the 
aptamer conformation increases the electrolyte’s access to 
the electrode surface, thus increasing the output current 
signal compared to the output signal in the absence of an 
analyte. The linear relationship of the fabricated 

aptasensor was obtained in the concentration range of 0.-
1–1000 ppb, and the detection limit of 0.03 ppb. 
DNAzyme has been utilized to design biosensors to detect 
heavy metal ions, as oligonucleotides can catalyze specific 
hydrolysis reactions. Visual detection of lead ions by Mie 
scattering in nanoparticle-amplified magnetophoresis is 
possible. Magnetic microparticles and gold nanoparticles 
are linked together via a fragment of DNA released 
through the reaction of lead ions with DNAzyme through 
hybridization. Then, with magnetic separation, AuNPs are 
separated, and this time used to connect the second pair, 
including magnetic microparticles and polystyrene micro-
particles. The reduction of solution turbidity from milky to 
smooth and clear is due to reducing Mie scattering prop-
erty at the time of reduction of free polystyrene micropar-
ticles suspended in solution (Figure 7). The detection limit 
obtained from this method was reported to be 0.24 ppb.114 

A biosensor was designed to measure blood lead levels to 
read in two different detectors, including fluorescence and 
electrochemical. The system was based on a heparin- 
modified hyperbranched magnetic polyamide (MHPAM- 
H). In the presence of magnetic Fe3O4, the integrated 
biosensor is rapidly immobilized on the surface of the 
magnetic electrode. Enriched amino groups in the structure 
of hyperbranched polyamides, along with the cavity struc-
ture and the appropriate fluorescence characterization, pro-
vide a reliable basis for the rapid accumulation of lead ions 
by forming a coordination bond. The electrochemical reac-
tion method is based on current production due to enriched 
lead ions on the electrode surface. HPAM fluorescent sub-
stance has many advantages: comprehensive and continu-
ous absorption band, good solubility in water, significant 
biological compatibility in comparison with conventional 
dyes. Amino groups in the HPAM structure are bonded to 
lead ions by coordination bonds, and the geometric mobi-
lity of the fluorescence centers is limited, increasing the 
output fluorescence intensity. Heparin allows the biosensor 
to function more accurately in the blood matrix. The 
proposed biosensor provided an excellent linear relation-
ship (1.08×10−4-1.04 ppb and 3.25×10−4-1.04 ppb for 
fluorescent and electrochemical detection, respectively) 
and a low detection limit (2.16×10−4 ppb and 9.5×10−4 

ppb for fluorescent and electrochemical techniques, 
respectively) for detecting lead in the blood (Figure 
8).115 Xiong et al116 fabricated the electrochemilumines-
cence (ECL) biosensor using a glassy carbon electrode. 
The N doped carbon dots (N-CDs) were immobilized as 
a luminophore on the electrode surface using 
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electropolymerization. Pd-Au hexoctahedron (Pd@Au 
HOHs) was used as an amplifier of the lead detection 
signal. In situ electropolymerization of o-phenylenedia-
mine (OPD) was performed on the electrode surface to 
form N-CDs. Amino groups on the surface of N-CDs 
immobilize Ag nanoparticles on the electrode surface. 
The Ag-N band and the amino-modified capture DNA 
(T1) stabilize the Ag nanoparticles’ surface. Using the 
chain hybridization technique between T1 and comple-
mentary DNA (T2), ssDNA1 (S1) and T2 labeled with 
Pd @ AuHOHs are modified on the electrode. 
Simultaneously with this function, ssDNA2 (S2) labeled 
with Pd @ Au HOHs enters the system, and Pd @ Au 
HOHs DNA dendrimers are installed on the electrode 
surface. The Pd @ Au HOHs catalyst’s high activity 
increases N CDs’ ECL reaction, and as a result, signifi-
cantly improves N CDs’ output signal. Repeated DNA 
sequences, including S1 and S2, are coupled with 

intracellular lead ions to form the G quadruplex structure 
containing Pb2+. The ECL intensity of the NCDs is 
quenched by pb2+-stabilized G-quadruplex (G4) structure. 
The linear range and detection limit of the desired ECL 
biosensor were 1–1375 ppb and 0.33 ppb, respectively. In 
another study, an electrochemical aptasensor based on 
reduced porous graphene oxide was fabricated. In this 
system, a graphene oxide substrate was employed to fix 
the aptamer, and gold-modified graphene oxide was used 
as a signal probe. Au modified the surface of the glassy 
carbon electrode @ p rGO. This compound’s very high 
loading capacity causes many gold nanoparticles to be 
loaded on its surface, enhancing electrical conductivity. 
Two types of aptamer strands called substrate aptamer 1 
filament containing sulfhydryl group and aptamer 2 cata-
lytic filament was developed in this technique to achieve 
a more accurate diagnosis of lead. Aptamer 1 binds to the 
surface of the Au @ p rGO nanocomposite, and Aptamer 

Figure 7 Fabrication scheme of the visualized lead biosensor. Step 1. The decomposition of GR-5 DNAzyme by lead ions releases DNA fragments connecting magnetic 
particles and gold nanoparticles. Step 2. Subsequent magnetic separation, the connected AuNPs are released by denaturation and then used to attach a second pair of 
magnetic microparticles and polystyrene microparticles. Finally, the change of solution turbidity due to reduced Mie scattering. Reprinted from Chu LT, Leung HM, Lo PK, 
Chen T-H. Visual detection of lead ions based on nanoparticle-amplified magnetophoresis and Mie scattering. Sens Actuators B Chem. 2020;306:127564. Copyright 2020, with 
permission from Elsevier.114
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2, which binds to Au NPs @ GO, is immobilized on the 
surface of the electrode based on the principle of DNA 
base pairing. The EIS technique was used for the electro-
chemical characterization of the fabricated aptasensor. In 
the lead ion’s presence as the analyte, the substrate strand 

is cleaved, the DNAzyme is activated, and Apt2 Au NPs 
@ GO is separated from the electrode surface, resulting in 
a decrease in electrochemical resistance. As the concentra-
tion of lead ions increases, the current response decreases 
due to the electrocatalytic state created by H2O2 in the 

Figure 8 The synthesis scheme of the MHPAM-H NPs and their utilization in the electrochemical and fluorescence detection for blood lead. (A) Facilitate the biosensor’s 
immobilization on the magnetic electrode’s surface by magnetic Fe3O4 and Increased accumulation of blood lead in the presence of enriched amino groups with the 
formation of a coordination bond. (B) Electrochemical detection is based on the precipitation of enriched lead on the electrode surface. (C) Significant fluorescence 
detection with the participation of the expanded absorption band of HPAM. Reprinted from Chen H, Shao S, Yu Y, et al. A dual-responsive biosensor for blood lead 
detection. Anal Chim Acta. 2020;1093:131–141. Copyright 2020, with permission from Elsevier.115
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presence of a DNAzyme. This complex biosensor revealed 
a linear range between 1.08×10−3 to 216.6 ppb with 
a detection limit of 0.36×10−3 ppb for lead ion 
detection.117 A new strategy based on the piezoelectric 
method was utilized to detect lead ions at low concentra-
tions. In this study, a quartz crystal microbalance (QCM) 
biosensor was developed in which a highly specific GR-5 
DNAzyme for lead ions was used. The two catalytic and 
substrate strands together form the GR 5 DNAzyme. 
Nanomagnetic beads (NMBs) were used to amplify the 
signal significantly due to their high mass, superparamag-
netic properties, and amplifying the inductive effect. 
Nanomagnetic beads are combined with GR-5 DNAzyme 
and modified on the particular QCM electrode surface with 
the self-assembly procedure’s gold-sulfur bond. Under 
analytical conditions, when the modified electrode was 
exposed to the analyte, the DNAzyme split from the active 
RNA site into two parts and simultaneously released 
NMBs, resulting in an excessive increase in the frequency 
shifts of the QCM electrode. The linear correlation 
between Pb concentration logarithm and frequency 
changes in the proposed biosensor ranged from 
0.21×10−3 to 10.83 ppb, and the detection limit was 
0.06×10−3 ppb.118 Other remarkable biosensors designed 
for lead level analysis in recent years are listed in Table 2.

Mercury
In addition to the general methods of analyzing the levels 
of various forms of mercury in environmental and biolo-
gical samples, various biosensors have been designed to 
determine the levels of mercury. Guo et al designed a test 
strip platform based on a whole-cell microbial sensor for 
the simultaneous detection of inorganic mercury (HgCl2, 
Hg2Cl2, Hg (NH2) Cl) contaminants in cosmetic contents; 
the most crucial advantage is the lack of need for initial 
preparation and digestion of the sample. The genetic path-
way contains MerR as the sensor protein, and the inducible 
red fluorescent protein as the reporting agent was located 
in Escherichia coli. The heatmap exhibits that the biosen-
sors incubated with different mercury compounds show 
a similar gene expression profile based on the clustering. 
The results showed that insoluble (Hg2Cl2 and Hg(NH2) 
Cl) and soluble (HgCl2) mercury chlorinated compounds 
have a similar effect on the biosensor cell metabolism. It is 
also speculated that insoluble mercury compounds have 
been converted to divalent mercury by cell metabolism. 
Incubation with insoluble chlorinated mercury compounds 
significantly inhibited the expression of five genes among 

the seven genes present in the biosynthesis pathway of 
non-ribosomal peptides of the siderophore group. The 
production due to the mentioned biosynthesis can also 
include non-ribosomal enterochelin peptides, which parti-
cipate in the absorption of iron from insoluble iron com-
pounds. Evidence suggests that enterochelin and its 
analogs induce mercury uptake from insoluble mercury 
compounds, while this gene expression inhibition implies 
a cellular resistance mechanism to reduce mercury uptake. 
The sensor is installed on a paper filter and is useful in 
samples containing more than 1 mg/kg of mercury com-
pounds. Fluorescence intensity showed an excellent linear 
relationship in the range of 50 nM to 10 μM mercury 
concentration (Figure 9).139 In combination with the inhi-
bition of the hydrogen peroxide catalysis reaction, the 
amperometric technique was proposed for the indirect 
detection of divalent mercury ions. In this process, 
a glassy carbon electrode was applied as the biosensor’s 
functional substrate, the surface of which was modified by 
the catalase using cross-linking with glutaraldehyde and 
bovine serum albumin. In the application of enzymes in 
biosensors, optimization of conditions such as enzyme 
concentration, the enzyme loading, electrolyte pH, and 
applied potential is essential, which was performed in 
this study. The catalase enzyme’s irreversible inhibition 
in converting hydrogen peroxide by mercury ions is the 
biosensor’s functional basis. Electrochemical impedance 
spectroscopy was used to investigate the electrochemical 
events that occurred at the electrode surface. The linear 
inhibition signal was between 0.01 and 0.1 ppb, and the 
detection limit estimated based on 10% enzyme inhibition 
was 0.36×10−2 ppb.140 In 2020, Zhang and co-workers 
developed a highly sensitive fluorescence sensor whose 
components include integrated CdSe/CdS biosynthetic 
quantum dots with amplified liposome-carrying output 
signals. Three different oligonucleotide sequences, includ-
ing a functional probe fixed on an aldehyde, functionalized 
quartz slide’s surface, an ssDNA labeled liposome carrier, 
and a CdSe/CdS QDs labeled index probe, are used in this 
biosensor. The presence of divalent mercury ions causes 
all three sequences’ participation, and the bond between 
the quartz slice and the functional liposome, and the fluor-
escence signal will be detectable. The binding of mercury 
ions follows the pattern of T-Hg2+ -T. The linear range of 
mercury concentration was determined between 0.05 to 20 
ppb, and the biosensor detection limit was 0.002 ppb. In 
addition to the high specificity, the proposed biosensor 
showed high selectivity in the presence of high amounts 

submit your manuscript | www.dovepress.com                                                                                                                                                                                                                    

DovePress                                                                                                                                       

International Journal of Nanomedicine 2021:16 820

Salek Maghsoudi et al                                                                                                                                               Dovepress

Powered by TCPDF (www.tcpdf.org)

http://www.dovepress.com
http://www.dovepress.com


of other ions. It also showed its efficiency in tap water, 
river water, and landfill leachate (Figure 10).141 Huang 
et al142 developed a signal-on label-free ECL biosensor 
using AuNPs-modified ITO electrodes with self-assembled 
thiol mercury-specific oligonucleotides. The oligonucleo-
tide in the analyte’s presence undergoes a conformation 
change from linear to the hairpin related to mercury 

binding to the thymine-Hg2+-thymine form. The advantage 
of the suggested biosensor is that the oligonucleotide has 
a dual function. On the one hand, it acts as a probe for 
mercury ions, and from another side, it carries signaling 
molecules ([Ru(bpy)2(dppz)](BF4)2). Three types of oligo-
nucleotide probes, including T-rich probe, A-rich probe, 
Hg2+ specific oligonucleotide probes with three different 

Figure 9 Schematic representation of the whole-cell (cMer-RFP) biosensor for the detection of mercury revealed by transcriptomics. (A) Gene expression heatmap. (B) 
Kyoto Encyclopedia of Genes and Genomes (KEGG) pathway. (C) Biosynthesis of siderophore group nonribosomal peptides metabolic pathway. (D) Potential mechanism of 
the whole-cell microbial biosensor. Reprinted from Guo M, Wang J, Du R, et al. A test strip platform based on a whole-cell microbial biosensor for simultaneous on-site 
detection of total inorganic mercury pollutants in cosmetics without the need for predigestion. Biosens Bioelectron. 2020;150:111899. Copyright 2020, with permission from 
Elsevier.139
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lengths, were used. The highest ECL signal intensity was 
observed using a longer dedicated probe. About eight 
molecules producing the ECL signal are loaded inside 
each oligonucleotide. The aim of a detection limit of 
1.02×10−3 ppb was achieved by not utilizing costly and 
time-consuming processes of labeling oligonucleotides to 
transduce or amplify the signal. The electrochemical bio-
sensor was produced according to the voltammetric tech-
nique based on the interaction of thymine-Hg (II)-thymine. 
A part of the biosensor consists of reduced graphene oxide 
modified by gold nanorods and loaded on this surface in 
two steps, thionine and streptavidin (RGO@AuNR-TH- 
SA). The other part contains a thiol-functionalized DNA 
fragment containing a thymine-rich sequence immobilized 
on the gold electrode surface. Another fragment is bioti-
nylated T-rich DNA that binds to the first fragment in the 
presence of mercury by the interaction of T-Hg(II)-T. The 
joining of two strands of DNA in the presence of mercury 
ions binds RGO@AuNR-TH-SA containing streptavidin 

to a biotin-containing fragment at the electrode surface. 
The DPV technique exhibits an increased electrochemical 
signal, which depends on mercury ions concentration in 
the sample. Peak current in the concentration range 
between 0.2 to 40 ppb increased linearly, and the detection 
limit of this method was valued at 0.048 ppb.143 A novel 
and exciting method based on the SERS technique for 
detecting mercury ions was introduced, which depends 
on the binding coordination of T-Hg(II)-T and the struc-
tures of Au @ gap @ AuAg side by side nanorods. PEG- 
modified gold nanorods that bind to DNA1 via Au-S bond, 
as well as DNA2 bound to Cy5.5 dye, are used in this 
method. DNA1 and DNA2 were hybridized via A–T mis-
matches. Due to the proximity of these structures to gold 
nanorods, fluorescence is not observed. In the presence of 
mercury ions, by the interaction of T – Hg2+ – T, the 
nanorods are formed with regular side-by-side arrange-
ment containing free DNA, resulting in increased fluores-
cence Cy5.5 dye and SERS signal. In the absence of Hg2+, 

Figure 10 Schematic illustration of the fluorescent biosensing strategy for mercury detection. Reprinted with permission from Zhang Y, Xiao J-Y, Zhu Y, et al. Fluorescence 
Sensor Based on Biosynthetic CdSe/CdS Quantum Dots and Liposome Carrier Signal Amplification for Mercury Detection. Anal Chem. 2020;92(5):3990–3997. Copyright 
2020 American Chemical Society.141
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a stable but dispersed mixture of AuNR-DNA1-DNA2- 
Cy5.5 is formed with deficient SERS activity and fluores-
cence intensity. The SERS amplified response was 
obtained by strong electromagnetic coupling of the Ag 
shell coating on the surface of assemblies and nanogap 
between Au @ Ag nanorod structures, which provides 
a cascade of SERS amplified signals to detect low con-
centrations of mercury ions. An acceptable linear relation-
ship between peak intensity and target analyte 
concentration (0.005–1 ppb) and excellent detection limit 
(0.001 ppb) was obtained for this biosensor.144 Table 3 
represents mercury detection biosensors.

Cadmium
Analysis of cadmium levels in biological fluids and environ-
mental samples is of great importance, and the design of high- 
sensitivity biosensors can be helpful in this field. Fakude and 
co-workers designed an aptamer-based electrochemical bio-
sensor in which the surface of the screen-printed carbon elec-
trode (SPCEs) was modified in a new approach. Surface 
modification was performed using carbon black (CB) and 
gold nanoparticles (AuNPs) by drop-casting and electrodepo-
sition methods. The electrodeposition process was performed 
by the cyclic voltammetry technique in the range of 400 to 
1100 mV with a scan rate of 50 mV/s. The Cd (II) specific 
thiolated aptamer is immobilized on the surface of SPCE CB 
AuNPs. Changes in aptamer conformation in interaction with 
the target analyte change the electrochemical current signal in 
the presence of the redox probe ([Fe (CN6)]3−/4−). In recent 
years, CB nanoparticles like other forms of carbon (carbon 
nanotubes, graphene) and gold nanoparticles have not been 
widely used; however, this combination has excellent conduc-
tivity and electrocatalytic properties, high porosity, and at the 
same time is cost-effective and can be considered as an excel-
lent electrode surface modifier. SWV technique was used for 
analysis and concentration determination, and a linear range of 
1 to 50 ppb with a detection limit of 0.14 ppb was observed for 
this biosensor (Figure 11A).145 Recently, a whole-cell bacterial 
biosensor was developed in which the strain of E. coli MG1655 
(pBR-PzntA) was used as a fluorescent reporter to determine 
the concentration of inorganic cadmium. The transcriptional 
fusion of the zntA gene promoter with the less-promoter gene 
encoding the green fluorescent protein (gfpuv) causes the sen-
sor plasmid. MOPS was used as a suitable assay medium to 
achieve the accurate operation of this biosensor. The detection 
limit of cadmium obtained in the optimized condition is 2 
ppb.146 Another biosensor was designed based on an optical 
transducer, in which a multifunctional fluorescent aptamer 

probe was used to detect Cd (II). The system’s multifunction-
ality is due to the labeled aptamer’s simultaneous operation as 
a signal recognition and reporting element. Conformational 
change of a specific aptamer due to cadmium presence in the 
medium leads to a change in the aptamer’s structure from 
a random coil state to the stem-loop form. These changes 
bring the aptamer’s 5ʹ end, which contains G4, closer to the 
3ʹ end, including 6- carboxyfluorescein (6-FAM), resulting in 
fluorescence quenched due to the photoinduced electron trans-
fer (PET) phenomenon. The concentration of cadmium is 
proportional to the fluorescence response. The linear range 
and detection limit of the considered aptasensor were deter-
mined from 1.75 to 48.77 ppb and 0.52 ppb, respectively.147 

Ruhan and co-workers designed a biosensor based on a carbon 
paste electrode (CPE) modified with dsDNA and a brilliant 
green (BG) indicator. BG is characterized by the ability to bind 
to ssDNA through interaction with the guanine base, and 
cadmium disrupts the structure of dsDNA and ssDNA genera-
tion. Oxidation of this indicator at the electrode surface causes 
changes in the output current signal. The reduction current of 
BG at the surface of the modified electrode increases signifi-
cantly in the cadmium presence. In this study, the DPV tech-
nique was used to evaluate the electrode surface and determine 
cadmium concentration. The reduction peak current of BG 
increases linearly between 0.012 and 0.292 ppb of cadmium 
concentration, and the detection limit of the desired biosensor 
was 0.024× 10−3 ppb.148 Recently, an electrochemical aptasen-
sor was designed using a modified SPGE platform with diazo-
nium. The electrodeposition process first modifies the 
electrode’s surface with a diazonium salt film, in which 4-car-
boxymethyl aryl diazonium (CMA) is used. The carboxylic 
groups on the surface are then activated by the EDC/NHS. The 
Cd (II) aptamer containing the amino group is covalently 
bonded and immobilized on the surface by the reaction of 
carbodiimide with the active carboxylic groups present on 
the modified gold electrode’s surface. The step-by-step mod-
ification of the electrode surface was characterized by CV and 
EIS electrochemical techniques. Detection of cadmium and 
evaluation of the performance of the fabricated aptasensor 
was performed by the EIS method. In the presence of the 
analyte target, Rct increases due to the cadmium- aptamer 
complex’s formation, indicating a decrease in electron transfer 
between the electrode surface and the redox couple, which was 
also approved by the CV method. The designed aptasensor 
exhibits an excellent linear relationship between the impedance 
changes and the Cd (II) concentration logarithm in the range of 
0.243×106 to 0.243 ppb. High sensitivity was achieved for the 
aptasensor with a detection limit of 0.670×10 −1 ppb (Figure 
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11B).149 Other noteworthy examples of cadmium detection 
biosensors are described in Table 3.

Conclusions and Outlook
The importance of investigating the toxicity of heavy metals 
and exploring the methods of analyzing these metals’ levels in 
different samples using integrated bio and nanotechnology 
techniques that have led to biosensors’ development in the 
last five years is the primary purpose of this study. In this 
study, we attempted to discuss the most sensitive and 

innovative biosensors designed over the previous five years 
from the functional mechanism, essential components, and 
detection of arsenic, lead, mercury, and cadmium as the most 
challenging toxic metals in the environment. The fabrication of 
nanomaterials with a high surface area such as porous materials 
or special functional groups on their surface is examined in the 
pre-treatment, absorbance, and separation stage of heavy 
metals. In addition to metal absorbers’ role, nanomaterials 
are used to design metal concentration tracking systems due 
to their unique electrical, optical, and magnetic properties. On 

Figure 11 (A) Procedure and electrochemical detection principle of the cadmium aptasensor based on carbon black (CB) and gold nanoparticles (AuNPs) application. 
Reprinted from Fakude CT, Arotiba OA, Mabuba N. Electrochemical aptasensing of cadmium (II) on a carbon black-gold nano-platform. J Electroanal Chem. 2020;858:113796. 
Copyright 2020, with permission from Elsevier.145 (B) Schematic illustration of cadmium detection by electrochemical aptasensor based on diazonium electrodeposition. 
Reprinted from Rabai S, Benounis M, Catanante G, et al. Development of a label-free electrochemical aptasensor based on diazonium electrodeposition: application to 
cadmium detection in water. Anal Biochem. 2020;612:113956. Copyright 2020, with permission from Elsevier.149
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the other hand, they have the role of amplifying electrical and 
optical signals. Our overview reveals that biosensor designers 
have often utilized optical and electrochemical transducers to 
design heavy metal detection biosensors. In recent years, apta-
mers and whole cells have been employed and developed more 
in detecting heavy metals than other biorecognition elements. 
The detection limit of heavy metals by various biosensors is in 
the micro to the femtomolar range, which indicates the accep-
table sensitivity of biosensors. However, some of them had 
a limited linear dynamic range of concentration. Among the 
biosensors studied in this review, the best limit of detection for 
arsenic, lead, mercury, and cadmium were achieved 
0.003×10−3, 2.16×10−4, 0.12×10−6, and 0.024×10−3 ppb, 
respectively. As mentioned above, the investigation of these 
biosensors’ structures revealed that the use of electrochemical 
and optical transducers of fluorescence type and surface mod-
ification with novel and composite nanomaterials leads to 
improved detection methods. The advent of biosensors and 
significant advances in this area have been made in recent years 
to achieve faster, cheaper, more sensitive, and more straightfor-
ward measurement methods than traditional analysis methods. 
Some biosensors provide a lower detection limit and a more 
sensitive method for measuring heavy metals while being 
simple, cost-effective, and time-consuming. However, most 
biosensors are not yet available for public and commercial 
applications; the main reason is that biosensors’ performance 

is suitable for research studies and laboratory conditions due to 
their components. Although, in addition to biosensors, other 
sensing mechanisms have been developed to assess the level of 
heavy metals, there is still a long way to develop miniaturized 
yet smart devices.171 Miniaturizing a device requires the use of 
materials that have several different functions at the same time. 
One of the most reliable methods to integrate nanomaterials’ 
performance into a system is to design multifunctional nano-
composites. An example of this aspect is flower-like nanocom-
posites such as ZnO - Ag2O,172 when used in sensing systems 
display two functions: high surface area and remarkable photo-
catalytic activity. Most heavy metals have several oxidation 
states that each of them exhibits varying degrees of toxicity. 
Biosensors are only able to detect one of these states in the 
sample. Another critical challenge in biosensors’ design is the 
simultaneous detection of different oxidation states of a metal. 
Therefore, it is suggested that the following items be consid-
ered in future studies (Figure 12): (1) Design of biosensors 
capable of simultaneously detecting a range of the most critical 
toxic heavy metals such as lead, mercury, cadmium, and 
arsenic. (2) Enhancing the functional stability of biosensors 
in different laboratory conditions. (3) Efforts to design more 
straightforward, more affordable, and user-friendly biosensors 
with a higher sensitivity approach, less sample volume, with 
fewer pre-treatment steps. (4) Focus on miniaturization such as 
microfluidic device fabrication and nanomaterials’ integration 

Figure 12 Futuristic options in the design of biosensors for the detection of heavy metals.
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with other biosensors components for in-situ detection of 
heavy metals. (5) Utilization of nanotechnology in integrating 
artificial intelligence and biosensors to continue developing 
heavy metal detection processes towards scalability, high sen-
sitivity, and multifunctionality.
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